


























































































































































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ffun_c/index.htm













































































































































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm








































































http://www.cisco.com/univercd/cc/td/doc/product/access/acs_mod/cis3600/sw_conf/portware/5257d56k.htm
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_mod/cis3600/sw_conf/portware/5257d56k.htm






www.cisco.com/warp/public/471/index_14280.html



www.cisco.com/warp/public/471/recc_modemcaps.html



http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fvvfax_c/vvappndx/vvfss7c7.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fvvfax_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fvvfax_c/vvappndx/vvfss7c7.htm

























































http://www.cisco.com/warp/public/471/calltracker_view.html





















http://www.cisco.com/warp/public/76/mica-states-drs.html
http://www.cisco.com/warp/public/471/np_disc_code.html



http://www.cisco.com/warp/public/471/np_disc_code.html









http://www.cisco.com/warp/public/76/modem-recovery.html
http://www.cisco.com/warp/public/76/spe-recovery.html





















http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm





































































































































































































































































































































































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fwan_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fwan_c/index.htm


















http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm


































































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/finter_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/finter_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm




































































































































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm

















































































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fvvfax_c/index.htm























































































































































































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
















































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fwan_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fwan_r/index.htm





















http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fiprrp_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fiprrp_r/index.htm





















































































































































































































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm


















http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
























http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/index.htm






























http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm



















































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_soft/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_soft/index.htm





















http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/index.htm


















































































































































































































































































































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm































































http://www.cisco.com/en/US/customer/tech/tk801/tk36/technologies_configuration_example09186a0080094338.shtml









http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm






























http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm




































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm




























































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_r/index.htm


































































http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fdial_r/index.htm










































































































































































































































































































































































































































































































































































































	Cisco IOS Dial Technologies Configuration Guide
	About Cisco IOS Software Documentation
	Documentation Objectives
	Audience
	Documentation Organization
	Documentation Modules
	Master Indexes
	Supporting Documents and Resources

	New and Changed Information
	Document Conventions
	Obtaining Documentation
	World Wide Web
	Documentation CD-ROM
	Ordering Documentation

	Documentation Feedback
	Obtaining Technical Assistance
	Cisco.com
	Technical Assistance Center
	Contacting TAC by Using the Cisco TAC Website
	Contacting TAC by Telephone



	Using Cisco IOS Software
	Understanding Command Modes
	Getting Help
	Example: How to Find Command Options

	Using the no and default Forms of Commands
	Saving Configuration Changes
	Filtering Output from the show and more Commands
	Identifying Supported Platforms
	Using Feature Navigator
	Using Software Release Notes


	Dial Interfaces, Controllers, and Lines
	Overview of Dial Interfaces, Controllers, and Lines
	Cisco IOS Dial Components
	Logical Constructs
	Asynchronous Interfaces
	Group Asynchronous Interfaces
	Virtual Template Interfaces
	Templates for Virtual Access Interfaces
	Templates for Protocol Translation


	Logical Interfaces
	Dialer Interfaces
	Virtual Access Interfaces
	Virtual Asynchronous Interfaces

	Circuit-Switched Digital Calls
	T1 and E1 Controllers
	Non-ISDN Channelized T1 and Channelized E1 Lines
	ISDN Service
	ISDN BRI
	ISDN PRI

	Line Types
	Relationship Between Lines and Interfaces
	Asynchronous Interfaces and Physical Terminal Lines
	Synchronous Interfaces and Virtual Terminal Lines


	Encapsulation Types

	Configuring Asynchronous Lines and Interfaces
	How to Configure Asynchronous Interfaces and Lines
	Configuring a Typical Asynchronous Interface
	Monitoring and Maintaining Asynchronous Connections

	Creating a Group Asynchronous Interface
	Verifying the Group Interface Configuration

	Configuring Asynchronous Rotary Line Queueing
	Verifying Asynchronous Rotary Line Queueing
	Troubleshooting Asynchronous Rotary Lines
	Monitoring and Maintaining Asynchronous Rotary Line Queues

	Configuring Autoselect
	Verifying Autoselect PPP
	Verifying Autoselect ARA


	How to Configure Other Asynchronous Line and Interface Features
	Configuring the Auxiliary (AUX) Port
	Establishing and Controlling the EXEC Process
	Enabling Routing on Asynchronous Interfaces
	Configuring Dedicated or Interactive PPP and SLIP Sessions
	Conserving Network Addresses
	Using Advanced Addressing Methods for Remote Devices
	Assigning a Default Asynchronous Address
	Allowing an Asynchronous Address to Be Assigned Dynamically

	Optimizing Available Bandwidth
	Configuring Header Compression
	Forcing Header Compression at the EXEC Level


	Configuration Examples for Asynchronous Interfaces and Lines
	Interface and Line Configuration Examples
	Asynchronous Interface Backup DDR Configuration Example
	Passive Header Compression and Default Address Example
	High-Density Dial-In Solution Using Autoselect and EXEC Control Example
	Asynchronous Line Backup DDR Configuration Example

	Line AUX Configuration Example
	Rotary Group Examples
	Dedicated Asynchronous Interface Configuration Example
	Access Restriction on the Asynchronous Interface Example
	Group and Member Asynchronous Interface Examples
	Asynchronous Group Interface Examples
	Modem Asynchronous Group Example
	High-Density Dial-In Solution Using an Asynchronous Group

	Asynchronous Interface Address Pool Examples
	DHCP Pooling Example
	Local Pooling Example
	Configuring Specific IP Addresses for an Interface

	IP and SLIP Using an Asynchronous Interface Example
	IP and PPP Asynchronous Interface Configuration Example
	Asynchronous Routing and Dynamic Addressing Configuration Example
	TCP Header Compression Configuration Example
	Network Address Conservation Using the ip unnumbered Command Example
	Asynchronous Interface As the Only Network Interface Example
	Routing on a Dedicated Dial-In Router Example
	IGRP Configuration Example


	Configuring Asynchronous Serial Traffic over UDP
	UDPTN Overview
	How to Configure Asynchronous Serial Traffic over UDP
	Preparing to Configure Asynchronous Serial Traffic over UDP
	Configuring a Line for UDPTN
	Enabling UDPTN
	Verifying UDPTN Traffic

	Configuration Examples for UDPTN
	Multicast UDPTN Example
	Broadcast UDPTN Example
	Point-to-Point UDPTN Example



	Modem Configuration and Management
	Overview of Modem Interfaces
	Cisco Modems and Cisco IOS Modem Features
	Cisco IOS Modem Components
	Logical Constructs in Modem Configurations
	Asynchronous Interfaces
	Group Asynchronous Interfaces
	Modem Lines and Asynchronous Interfaces
	Modem Calls
	Asynchronous Line Configuration
	Absolute Versus Relative Line Numbers
	Line and Modem Numbering Issues
	Decimal TCP Port Numbers for Line Connections
	Signal and Flow Control Overview


	Configuring and Managing Integrated Modems
	Modems and Modem Feature Support
	V.90 Modem Standard
	V.110 Bit Rate Adaption Standard
	V.120 Bit Rate Adaptation Standard

	Managing Modems
	Managing SPE Firmware
	Configuring Modems in Cisco Access Servers
	Configuring Modem Lines
	Verifying the Dial-In Connection
	Troubleshooting the Dial-In Connection
	Configuring the Modem Using a Modemcap
	Configuring the Modem Circuit Interface
	Comparison of NextPort SPE and MICA Modem Commands

	Configuring Cisco Integrated Modems Using Modem Attention Commands
	Using Modem Dial Modifiers on Cisco MICA Modems
	Changing Configurations Manually in Integrated Microcom Modems
	Configuring Leased-Line Support for Analog Modems

	Configuring Modem Pooling
	Creating a Modem Pool
	Verifying Modem Pool Configuration

	Configuring Physical Partitioning
	Creating a Physical Partition
	Physical Partitioning with Dial-In and Dial-Out Scenario

	Configuring Virtual Partitioning
	Configuring Call Tracker
	Verifying Call Tracker
	Enabling Call Tracker

	Configuring Polling of Link Statistics on MICA Modems
	Configuring MICA In-Band Framing Mode Control Messages
	Enabling Modem Polling
	Setting Modem Poll Intervals
	Setting Modem Poll Retry
	Collecting Modem Statistics
	Logging EIA/TIA Events
	Configuring a Microcom Modem to Poll for Statistics

	Troubleshooting Using a Back-to-Back Modem Test Procedure
	Clearing a Direct Connect Session on a Microcom Modem
	Displaying Local Disconnect Reasons
	Removing Inoperable Modems
	Busying Out a Modem Card
	Monitoring Resources on Cisco High-End Access Servers
	Enabling DS0 Busyout Traps
	Enabling ISDN PRI Requested Channel Not Available Traps
	Enabling Modem Health Traps
	Enabling DS1 Loopback Traps
	Verifying Enabled Traps
	Troubleshooting the Traps
	NAS Health Monitoring Example


	Configuration Examples for Modem Management
	NextPort Modem Log Example
	Modem Performance Summary Example
	Modem AT-Mode Example
	Connection Speed Performance Verification Example


	Configuring and Managing Cisco Access Servers and Dial Shelves
	Cisco AS5800 Dial Shelf Architecture and DSIP Overview
	Split Dial Shelves Feature

	How to Configure Dial Shelves
	Configuring the Shelf ID
	Configuring Redundant DSC Cards
	Synchronizing to the System Clocks
	Verifying External Clock Configuration

	Configuring Dial Shelf Split Mode
	Changing Slot Sets
	Leaving Split Mode
	Troubleshooting Split Dial Shelves
	Managing a Split Dial Shelf

	Executing Commands Remotely
	Verifying DSC Configuration
	Monitoring and Maintaining the DSCs
	Troubleshooting DSIP

	Port Management Services on Cisco Access Servers
	Upgrading and Configuring SPE Firmware
	Downloading SPE Firmware from the Cisco.com FTP Server to a Local TFTP Server
	Copying the SPE Firmware File from the Local TFTP Server to the SPEs
	Specifying a Country Name
	Configuring Dial Split Shelves (AS5800 Only)
	Configuring SPEs to Use an Upgraded Firmware File
	Disabling SPEs
	Rebooting SPEs
	Configuring Lines
	Configuring Ports
	Verifying SPE Line and Port Configuration
	Configuring SPE Performance Statistics
	Clearing Log Events
	Troubleshooting SPEs
	Monitoring SPE Performance Statistics
	SPE Events and Firmware Statistics
	Port Statistics
	Digital SPE Statistics
	SPE Modem Statistics



	Configuring and Managing External Modems
	External Modems on Low-End Access Servers
	Automatically Configuring an External Modem
	Manually Configuring an External Modem
	Supporting Dial-In Modems
	Testing the Modem Connection
	Managing Telnet Sessions
	Modem Troubleshooting Tips
	Checking Other Modem Settings

	Modem Signal and Line States
	Signal and Line State Diagrams
	Configuring Automatic Dialing
	Automatically Answering a Modem
	Supporting Dial-In and Dial-Out Connections
	Configuring a Line Timeout Interval
	Closing Modem Connections
	Configuring a Line to Disconnect Automatically
	Supporting Reverse Modem Connections and Preventing Incoming Calls


	Creating and Using Modem Chat Scripts
	Chat Script Overview
	How To Configure Chat Scripts
	Understanding Chat Script Naming Conventions
	Creating a Chat Script
	Chat String Escape Key Sequences
	Adding a Return Key Sequence
	Chat String Special-Case Script Modifiers

	Configuring the Line to Activate Chat Scripts
	Manually Testing a Chat Script on an Asynchronous Line

	Using Chat Scripts
	Generic Chat Script Example
	Traffic-Handling Chat Script Example
	Modem-Specific Chat Script Examples
	Dialer Mapping Example
	System Login Scripts and Modem Script Examples



	ISDN Configuration
	Configuring ISDN BRI
	ISDN Overview
	Requesting BRI Line and Switch Configuration from a Telco Service Provider
	Interface Configuration
	Dynamic Multiple Encapsulations
	Interface Configuration Options
	ISDN Cause Codes


	How to Configure ISDN BRI
	Configuring the ISDN BRI Switch
	Configuring the Switch Type
	Checking and Setting the Buffers
	Multiple ISDN Switch Types Feature

	Specifying Interface Characteristics for an ISDN BRI
	Specifying the Interface and Its IP Address
	Specifying ISDN SPIDs
	Configuring Encapsulation on ISDN BRI
	Configuring Network Addressing
	Configuring TEI Negotiation Timing
	Configuring CLI Screening
	Configuring Called Party Number Verification
	Configuring ISDN Calling Number Identification
	Configuring the Line Speed for Calls Not ISDN End to End
	Configuring a Fast Rollover Delay
	Overriding ISDN Application Default Cause Codes
	Configuring Inclusion of the Sending Complete Information Element
	Configuring DNIS-plus-ISDN-Subaddress Binding
	Screening Incoming V.110 Modem Calls
	Disabling V.110 Padding

	Configuring ISDN Semipermanent Connections
	Configuring ISDN BRI for Leased-Line Service
	Configuring Leased-Line Service at Normal Speeds
	Configuring Leased-Line Service at 128 Kbps


	Monitoring and Maintaining ISDN Interfaces
	Troubleshooting ISDN Interfaces
	Configuration Examples for ISDN BRI
	Global ISDN and BRI Interface Switch Type Example
	BRI Connected to a PBX Example
	Multilink PPP on a BRI Interface Example
	Dialer Rotary Groups Example
	Compression Examples
	Multilink PPP and Compression Example
	Voice over ISDN Examples
	DNIS-plus-ISDN-Subaddress Binding Example
	Screening Incoming V.110 Modem Calls Example
	ISDN BRI Leased-Line Configuration Example


	Configuring Virtual Asynchronous Traffic over ISDN
	Recommendation V.120 Overview
	How to Configure V.120 Access
	Configuring Answering of All Incoming Calls as V.120
	Configuring Automatic Detection of Encapsulation Type
	Enabling V.120 Support for Asynchronous Access over ISDN

	Configuration Example for V.120
	ISDN LAPB-TA Overview
	How to Configure ISDN LAPB-TA
	Verifying ISDN LAPB-TA

	Configuration Example for ISDN LAPB-TA

	Configuring Modem Use over ISDN BRI
	Modem over ISDN BRI Overview
	How to Configure Modem over ISDN BRI
	Verifying ISDN BRI Interface Configuration

	Configuration Examples for Modem over ISDN BRI
	BRI Interface Configuration Example
	Complete Configuration Examples


	Configuring X.25 on ISDN
	X.25 on ISDN Overview
	X.25-over-D-Channel Logical Interface
	Outbound Circuit-Switched X.25 Support over a Dialer Interface

	How to Configure X.25 on ISDN
	Configuring X.25 on the ISDN D Channel

	Configuration Examples for X.25 on ISDN
	X.25 on ISDN D-Channel Configuration Example
	Outbound Circuit-Switched X.25 Example


	Configuring X.25 on ISDN Using AO/DI
	AO/DI Overview
	PPP over X.25 Encapsulation
	Multilink PPP Bundle
	MLP Encapsulation Enhancements
	BACP/BAP

	How to Configure an AO/DI Interface
	Configuring PPP and BAP on the Client
	Configuring X.25 Parameters on the Client
	Configuring PPP and BAP on the Server
	Configuring X.25 Parameters on the Server

	How to Configure an AO/DI Client/Server
	Configuring the AO/DI Client
	Enabling AO/DI on the Interface
	Enabling the AO/DI Interface to Initiate Client Calls
	Enabling the MLP Bundle to Add Multiple Links
	Modifying BACP Default Settings

	Configuring the AO/DI Server
	Enabling the Interface to Receive AO/DI Client Calls
	Enabling the MLP Bundle to Add Multiple Links
	Modifying BACP Default Settings


	Configuration Examples for AO/DI
	AO/DI Client Configuration Example
	AO/DI Server Configuration Example


	Configuring ISDN on�Cisco�800�Series�Routers
	CAPI and RCAPI Overview
	Framing Protocols
	Data Link and Network Layer Protocols
	CAPI Features
	Supported B-Channel Protocols
	Supported Switch Types
	CAPI and RVS-COM
	Supported Applications
	Helpful Website


	How to Configure RCAPI
	Configuring RCAPI on the Cisco 800 Series Router
	Monitoring and Maintaining RCAPI
	Troubleshooting RCAPI

	Configuration Examples for RCAPI


	Signaling Configuration
	Configuring ISDN PRI
	Signaling Overview
	In-Band and Out-of-Band Signaling
	Channelized E1 and T1 on Cisco Devices

	How to Configure ISDN PRI
	Requesting PRI Line and Switch Configuration from a Telco Service Provider
	Configuring Channelized E1 ISDN PRI
	Configuring Channelized T1 ISDN PRI
	Configuring the Serial Interface
	Specifying an IP Address for the Interface
	Configuring Encapsulation on ISDN PRI
	Configuring Network Addressing
	Configuring ISDN Calling Number Identification
	Overriding the Default TEI Value
	Configuring a Static TEI
	Configuring Incoming ISDN Modem Calls
	Filtering Incoming ISDN Calls
	Configuring the ISDN Guard Timer
	Configuring Inclusion of the Sending Complete Information Element
	Configuring ISDN PRI B-Channel Busyout

	Configuring NSF Call-by-Call Support
	Configuring Multiple ISDN Switch Types
	Configuring B Channel Outgoing Call Order
	Performing Configuration Self-Tests

	Monitoring and Maintaining ISDN PRI Interfaces
	How to Configure Robbed-Bit Signaling for Analog Calls over T1 Lines
	How to Configure CAS
	CAS on Channelized E1
	Configuring CAS for Analog Calls over E1�Lines
	Configuring CAS on a Cisco Router Connected to a PBX or PSTN

	CAS on T1 Voice Channels
	Configuring ANI/DNIS Delimiters for CAS Calls on CT1


	How to Configure Switched 56K Digital Dial-In over Channelized T1 and Robbed-Bit Signaling
	Switched 56K Scenarios
	Switched 56K and Analog Modem Calls into T1 CAS
	Basic Call Processing Components
	ISDN BRI Calls into T1 CAS


	How to Configure Switched 56K Services
	How to Configure E1 R2 Signaling
	E1 R2 Signaling Overview
	Configuring E1 R2 Signaling
	Configuring E1 R2 Signaling for Voice
	Monitoring E1 R2 Signaling
	Verifying E1 R2 Signaling
	Troubleshooting E1 R2 Signaling

	Enabling R1 Modified Signaling in Taiwan
	R1 Modified Signaling Topology
	R1 Modified Signaling Configuration Task List
	Configuring R1 Modified Signaling on a T1 Interface
	Configuring R1 Modified Signaling on an E1 Interface

	Troubleshooting Channelized E1 and T1 Channel Groups
	Interface Local Loopback
	Interface Remote Loopback


	Configuration Examples for Channelized E1 and Channelized T1
	ISDN PRI Examples
	Global ISDN, BRI, and PRI Switch Example
	Global ISDN and Multiple BRI and PRI Switch Using TEI Negotiation Example
	NSF Call-by-Call Support Example
	PRI on a Cisco AS5000 Series Access Server Example
	ISDN B-Channel Busyout Example
	Multiple ISDN Switch Types Example
	Outgoing B-Channel Ascending Call Order Example
	Static TEI Configuration Example

	Call Reject Configuration Examples
	ISDN Cause Code Override and Guard Timer Example

	PRI Groups and Channel Groups on the Same Channelized T1 Controller Example
	Robbed-Bit Signaling Examples
	Allocating All Channels for Robbed-Bit Signaling Example
	Mixing and Matching Channels—Robbed-Bit Signaling and Channel Grouping

	Switched 56K Configuration Examples
	Switched 56K T1 Controller Procedure
	Mixture of Switched 56K and Modem Calls over CT1 CAS Example
	Switched 56K and Analog Modem Calls over Separate T1 CAS Lines Example
	Comprehensive Switched 56K Startup Configuration Example

	ISDN CAS Examples
	Allocating All Channels for CAS Example
	Mixing and Matching Channels—CAS and Channel Grouping Example

	E1 R2 Signaling Procedure
	R1 Modified Signaling Using an E1 Interface Example
	R1 Modified Signaling for Taiwan Configuration Example


	Configuring ISDN Special Signaling
	How to Configure ISDN Special Signaling
	Configuring ISDN AOC
	Configuring Short-Hold Mode
	Monitoring ISDN AOC Call Information

	Configuring NFAS on PRI Groups
	ISDN NFAS Prerequisites
	ISDN NFAS Configuration Task List
	Configuring NFAS on PRI Groups
	Configuring NTT PRI NFAS
	Disabling a Channel or Interface
	When the T1 Controller Is Shut Down
	Monitoring NFAS Groups
	Monitoring ISDN Service

	Enabling an ISDN PRI to Take PIAFS Calls on MICA Modems
	Verifying PIAFS

	Configuring Automatic Detection of Encapsulation Type
	Configuring Encapsulation for Combinet Compatibility

	Troubleshooting ISDN Special Signaling
	Configuration Examples for ISDN Special Signaling
	ISDN AOC Configuration Examples
	Using Legacy DDR for ISDN PRI AOC Configuration
	Using Dialer Profiles for ISDN BRI AOC Configuration

	ISDN NFAS Configuration Examples
	NFAS Primary and Backup D Channels
	PRI Interface Service State
	NTT PRI NFAS Primary D Channel Example



	Configuring Network Side ISDN PRI Signaling, Trunking, and Switching
	Network Side ISDN PRI Signaling Overview
	Call Switching Using Dial Peers
	Trunk Group Resource Manager
	Class of Restrictions
	ISDN Disconnect Timers

	How to Configure Network Side ISDN PRI
	Configuring ISDN Network Side
	Configuring ISDN Network Side for the National ISDN Switch Type
	Configuring ISDN Network Side for ETSI Net5 PRI

	Configuring Global or Interface Trunk Groups
	Configuring Classes of Restrictions
	Configuring ISDN T306 and T310 Timers
	Verifying Network Side ISDN PRI Signaling, Trunking, and Switching
	Monitoring Network Side ISDN PRI
	Monitoring TGRM

	Configuration Examples for Network Side ISDN PRI Signaling, Trunking, and Switching
	Call Switching and Dial Peers Configuration on T1/T3 Example
	Trunk Group Configuration Example
	COR for Dial Peer Configuration Example
	COR Based on Outgoing Dial Peers Example
	Dial Peers and Trunk Groups for Special Numbers Examples
	ISDN Network Side for ETSI Net5 PRI Configuration on E1 Example
	T306/T310 Timer Configuration Example



	Dial-on-Demand Routing Configuration
	Preparing to�Configure�DDR
	DDR Decision Flowchart
	DDR Topology Decisions
	DDR-Independent Implementation Decisions
	DDR-Dependent Implementation Decisions
	Dialer Profiles
	Legacy DDR
	Simple or Complex DDR Configuration

	Global and Interface Preparations for DDR
	Preparations Depending on the Selected Interface Type

	Preparations for Routing or Bridging over DDR
	Preparing for Transparent Bridging over DDR
	Defining the Protocols to Bridge
	Specifying the Bridging Protocol
	Controlling Bridging Access

	Preparing for Routing over DDR
	Configuring the Protocol for Routing and Access Control
	Associating the Protocol Access List with a Dialer Group


	Configuration Examples for Legacy DDR
	Point-to-Point DDR Without Authentication Examples
	Point-to-Point DDR with Authentication Examples


	Configuring Legacy DDR Spokes
	DDR Spokes Configuration Task Flow
	How to Configure DDR
	Specifying the Interface
	Enabling DDR on the Interface
	Configuring the Interface to Place Calls
	Specifying the Dial String for Synchronous Serial Interfaces
	Specifying Chat Scripts and Dial Strings for Asynchronous Serial Interfaces

	Configuring the Interface to Receive Calls
	Configuring the Interface to Place and Receive Calls
	Defining the Traffic to Be Authenticated
	Configuring Access Control for Outgoing Calls
	Configuring Access Control for Bridging
	Controlling Bridging Access by Ethernet Type Codes
	Permitting All Bridge Packets to Trigger Calls
	Assigning the Interface to a Bridge Group

	Configuring Access Control for Routing
	Customizing the Interface Settings
	Configuring Timers on the DDR Interface
	Setting Dialer Interface Priority
	Configuring a Dialer Hold Queue
	Configuring Bandwidth on Demand
	Disabling and Reenabling DDR Fast Switching
	Configuring Dialer Redial Options

	Sending Traffic over Frame Relay, X.25, or LAPB Networks
	Configuring the Interface for Sending Traffic over a Frame Relay Network
	Configuring the Interface for Sending Traffic over an X.25 Network
	Configuring the Interface for Sending Traffic over a LAPB Network


	Monitoring DDR Connections
	Configuration Examples for Legacy DDR Spoke
	Legacy Dial-on-Demand Routing Example
	Transparent Bridging over DDR Examples
	DDR Configuration in an IP Environment Example
	Two-Way DDR for Novell IPX Example
	Remote Configuration Example
	Local Configuration Example

	AppleTalk Configuration Example
	DECnet Configuration Example
	ISO CLNS Configuration Example
	XNS Configuration Example
	Single Site Dialing Example
	DTR Dialing Example
	Hub-and-Spoke DDR for Asynchronous Interfaces and Authentication Example
	Spoke Topology Configuration
	Hub Router Configuration

	Two-Way Reciprocal Client/Server DDR Without Authentication Example
	Remote Configuration
	Local Configuration

	Frame Relay Support Example
	Frame Relay Access with In-Band Dialing (V.25bis) and Static Mapping Example
	Frame Relay Access with ISDN Dialing and DDR Dynamic Maps Example

	X.25 Support Example
	LAPB Support Example


	Configuring Legacy DDR Hubs
	DDR Issues
	DDR Hubs Configuration Task Flow
	How to Configure DDR
	Specifying the Interface
	Enabling DDR on the Interface
	Configuring the Interface to Place Calls Only
	Defining the Dialing Destination
	Specifying a Physical Interface to Use and Assigning It to a Dialer Rotary Group

	Configuring the Interface to Receive Calls Only
	Configuring the Interface for TACACS+
	Configuring the Interface for PPP Authentication
	Specifying Physical Interfaces and Assigning Them to the Dialer Rotary Group

	Configuring the Interface to Place and Receive Calls
	Defining One or More Dialing Destinations
	Defining the Traffic to Be Authenticated

	Configuring Access Control for Outgoing Calls
	Configuring Access Control for Bridging
	Configuring Access Control for Routing

	Customizing the Interface Settings
	Configuring Timers on the DDR Interface
	Setting Dialer Interface Priority
	Configuring a Dialer Hold Queue
	Configuring Bandwidth on Demand
	Disabling and Reenabling DDR Fast Switching
	Configuring Dialer Redial Options

	Sending Traffic over Frame Relay, X.25, or LAPB Networks
	Configuring the Interface for Sending Traffic over a Frame Relay Network
	Configuring the Interface for Sending Traffic over an X.25 Network
	Configuring the Interface for Sending Traffic over a LAPB Network


	Monitoring DDR Connections
	Configuration Examples for Legacy DDR Hub
	Transparent Bridging over DDR Examples
	DDR Configuration in an IP Environment Example
	AppleTalk Configuration Example
	Banyan VINES Configuration Example
	DECnet Configuration Example
	ISO CLNS Configuration Example
	XNS Configuration Example
	Hub-and-Spoke DDR for Asynchronous Interfaces and Authentication Example
	Spoke Topology Configuration
	Hub Router Configuration

	Single Site or Multiple Sites Dialing Configuration Example
	Multiple Destinations Configuration Example
	Dialer Interfaces and Dialer Rotary Groups Example
	DDR Configuration Using Dialer Interface and PPP Encapsulation Example
	Two-Way DDR with Authentication Example
	Remote Configuration
	Local Configuration

	Frame Relay Support Examples
	Frame Relay Access with In-Band Dialing and Static Mapping
	Frame Relay Access with ISDN Dialing and DDR Dynamic Maps
	Frame Relay Access with ISDN Dialing and Subinterfaces

	X.25 Support Configuration Example
	LAPB Support Configuration Example


	Configuring Peer-to-Peer DDR with Dialer Profiles
	Dialer Profiles Overview
	New Dialer Profile Model
	Dialer Interface
	Dialer Map Class
	Dialer Pool

	How to Configure Dialer Profiles
	Configuring a Dialer Profile
	Configuring a Dialer Interface
	Fancy Queueing and Traffic Shaping on Dialer Profile Interfaces
	Configuring a Map Class
	Configuring the Physical Interfaces

	Configuring Dialer Profiles for Routed Protocols
	Configuring Dialer Profiles for AppleTalk
	Configuring Dialer Profiles for Banyan VINES
	Configuring Dialer Profiles for DECnet
	Configuring Dialer Profiles for IP
	Configuring Dialer Profiles for Novell IPX
	Configuring XNS over DDR

	Configuring Dialer Profiles for Transparent Bridging
	Defining the Protocols to Bridge
	Specifying the Bridging Protocol
	Controlling Access for Bridging
	Configuring an Interface for Bridging


	Monitoring and Maintaining Dialer Profile Connections
	Configuration Examples Dialer Profiles
	Dialer Profile with Inbound Traffic Filter Example
	Dialer Profile for Central Site with Multiple Remote Sites Example
	Dialer Profile for ISDN BRI Backing Up Two Leased Lines Example
	Dynamic Multiple Encapsulations over ISDN Example
	Verifying the Dynamic Multiple Encapsulations Feature



	Configuring Snapshot Routing
	Snapshot Routing Overview
	How to Configure Snapshot Routing
	Configuring the Client Router
	Configuring the Server Router

	Monitoring and Maintaining DDR Connections and Snapshot Routing
	Configuration Examples for Snapshot Routing


	Dial-Backup Configuration
	Configuring Dial Backup for�Serial�Lines
	Backup Serial Interface Overview
	How to Configure Dial Backup
	Specifying the Backup Interface
	Defining the Traffic Load Threshold
	Defining Backup Line Delays

	Configuration Examples for Dial Backup for Serial Interfaces
	Dial Backup Using an Asynchronous Interface Example
	Dial Backup Using DDR and ISDN Example
	Dial Backup Service When the Primary Line Reaches Threshold Example
	Dial Backup Service When the Primary Line Exceeds Threshold Example
	Dial Backup Service When the Primary Line Goes Down Example


	Configuring Dial Backup with�Dialer�Profiles
	Dial Backup with Dialer Profiles Overview
	How to Configure Dial Backup with Dialer Profiles
	Configuring a Dialer Interface
	Configuring a Physical Interface to Function As Backup
	Configuring Interfaces to Use a Backup Interface

	Configuration Example of Dialer Profile for ISDN BRI Backing Up Two Leased Lines

	Configuring Dial Backup Using Dialer Watch
	Dialer Watch Overview
	How to Configure Dialer Backup with Dialer Watch
	Determining the Primary and Secondary Interfaces
	Determining the Interface Addresses and Networks to Watch
	Configuring the Interface to Perform DDR Backup
	Creating a Dialer List
	Setting the Disable Timer on the Backup Interface

	Configuration Examples for Dialer Watch
	Dialer Watch Configuration Example Prior to Cisco IOS Release 12.3(11)T
	Dialer Watch Configuration Example After Cisco IOS Release 12.3(11)T



	Dial-Related Addressing Services
	Configuring Cisco Easy IP
	Cisco Easy IP Overview
	How to Configure Cisco Easy IP
	Defining the NAT Pool
	Configuring the LAN Interface
	Defining NAT for the LAN Interface
	Configuring the WAN Interface
	Enabling PPP/IPCP Negotiation
	Defining NAT for the Dialer Interface
	Configuring the Dialer Interface
	Timeout Considerations


	Configuration Examples for Cisco Easy IP


	Virtual Templates, Profiles, and Networks
	Configuring Virtual Template�Interfaces
	Virtual Template Interface Service Overview
	Features that Apply Virtual Template Interfaces
	Selective Virtual Access Interface Creation

	How to Configure a Virtual Template Interface
	Monitoring and Maintaining a Virtual Access Interface
	Configuration Examples for Virtual Template Interface
	Basic PPP Virtual Template Interface
	Virtual Template Interface
	Selective Virtual Access Interface
	RADIUS Per-User and Virtual Profiles
	TACACS+ Per-User and Virtual Profiles


	Configuring Virtual Profiles
	Virtual Profiles Overview
	DDR Configuration of Physical Interfaces
	Multilink PPP Effect on Virtual Access Interface Configuration
	Interoperability with Other Features That Use Virtual Templates

	How Virtual Profiles Work—Four Configuration Cases
	Case 1: Virtual Profiles Configured by Virtual Template
	Case 2: Virtual Profiles Configured by AAA
	Case 3: Virtual Profiles Configured by Virtual Template and AAA Configuration
	Case 4: Virtual Profiles Configured by AAA, and a Virtual Template Defined by Another Application

	How to Configure Virtual Profiles
	Configuring Virtual Profiles by Virtual Template
	Creating and Configuring a Virtual Template Interface
	Specifying a Virtual Template Interface for Virtual Profiles

	Configuring Virtual Profiles by AAA Configuration
	Configuring Virtual Profiles by Both Virtual Template and AAA Configuration
	Creating and Configuring a Virtual Template Interface
	Specifying Virtual Profiles by Both Virtual Templates and AAA


	Troubleshooting Virtual Profile Configurations
	Configuration Examples for Virtual Profiles
	Virtual Profiles Configured by Virtual Templates
	Virtual Profiles Configured by AAA Configuration
	Virtual Profiles Configured by Virtual Templates and AAA Configuration
	Virtual Profiles Configured by AAA Plus a VPDN Virtual Template on a VPDN Home Gateway


	Configuring Virtual Private Networks
	VPN Technology Overview
	VPDN MIB
	VPN Hardware Terminology
	VPN Architectures
	Client-Initiated VPNs
	NAS-Initiated VPNs

	PPTP Dial-In with MPPE Encryption
	PPTP Tunnel Negotiation
	Flow Control Alarm
	MPPE Overview
	MPPE Encryption Types

	L2F Dial-In
	Protocol Negotiation Sequence
	L2F Tunnel Authentication Process

	L2TP Dial-In
	Incoming Call Sequence

	VPN Tunnel Authentication Search Order
	VPN Tunnel Lookup Based on Domain Name
	VPN Tunnel Lookup Based on DNIS Information
	VPN Tunnel Lookup Based on Both Domain Name and DNIS Information

	NAS AAA Tunnel Definition Lookup
	L2TP Dial-Out
	VPN Configuration Modes Overview
	Prerequisites for VPNs
	Configuring the LAN Interface
	Configuring AAA
	Specifying the IP Address Pool and BOOTP Servers on the Tunnel Server
	Commissioning the T1 Controllers on the NAS
	Configuring the Serial Channels for Modem Calls on the NAS
	Configuring the Modems and Asynchronous Lines on the NAS
	Configuring the Group-Asynchronous Interface on the NAS
	Configuring the Dialer on a NAS
	Configuring the Dialer on a Tunnel Server

	How to Configure a VPN
	Enabling a VPN
	Configuring VPN Tunnel Authentication Configuration
	Disabling VPN Tunnel Authentication for L2TP Tunnels
	Configuring VPN Tunnel Authentication Using the Host Name or Local Name
	Configuring VPN Tunnel Authentication Using the L2TP Tunnel Password

	Configuring Client-Initiated Dial-In VPN
	Configuring a Tunnel Server to Accept PPTP Tunnels
	Configuring MPPE on the ISA Card
	Tuning PPTP

	Configuring NAS-Initiated Dial-In VPN
	Configuring a NAS to Request Dial-In
	Configuring a Tunnel Server to Accept Dial-In
	Creating the Virtual Template on the Network Server

	Configuring Dial-Out VPN
	Configuring a Tunnel Server to Request Dial-Out
	Configuring a NAS to Accept Dial-Out

	Configuring Advanced VPN Features
	Configuring Advanced Remote AAA Features
	Configuring Per-User VPN
	Configuring Preservation of IP ToS Field
	Shutting Down a VPN Tunnel
	Limiting the Number of Allowed Simultaneous VPN Sessions
	Enabling Soft Shutdown of VPN Tunnels
	Configuring Event Logging
	Setting the History Table Size


	Verifying VPN Sessions
	Verifying a Client-Initiated VPN
	Verifying a NAS-Initiated VPN

	Monitoring and Maintaining VPNs
	Troubleshooting VPNs
	Successful Debug Examples
	L2TP Dial-In Debug Output on NAS Example
	L2TP Dial-In Debug Output on a Tunnel Server Example
	L2TP Dial-Out Debug Output on a NAS Example
	L2TP Dial-Out Debug Output on a Tunnel Server Example

	VPN Troubleshooting Methodology
	Comparing Your Debug Output to the Successful Debug Output
	Troubleshooting VPN Negotiation
	Troubleshooting PPP Negotiation
	Troubleshooting AAA Negotiation


	Configuration Examples for VPN
	Client-Initiated Dial-In Configuration Example
	VPN Tunnel Authentication Examples
	Tunnel Secret Configured Using the Local Name Command
	Tunnel Secret Configured Using the L2TP Tunnel Password Command
	Tunnel Secret Configuration Using Different Tunnel Authentication Methods

	NAS Comprehensive Dial-In Configuration Example
	Tunnel Server Comprehensive Dial-in Configuration Example
	NAS Configured for Both Dial-In and Dial-Out Example
	Tunnel Server Configured for Both Dial-In and Dial-Out Example
	RADIUS Profile Examples
	RADIUS Domain Profile
	RADIUS User Profile

	TACACS+ Profile Examples
	TACACS+ Domain Profile
	TACACS+ User Profile
	TACACS+ Tunnel Profiles




	PPP Configuration
	Configuring Asynchronous SLIP�and�PPP
	Asynchronous SLIP and PPP Overview
	Responding to BOOTP Requests
	Asynchronous Network Connections and Routing
	Asynchronous Interfaces and Broadcasts

	How to Configure Asynchronous SLIP and PPP
	Configuring Network-Layer Protocols over PPP and SLIP
	Configuring IP and PPP
	Configuring IPX and PPP
	Configuring AppleTalk and PPP
	Configuring IP and SLIP

	Configuring Asynchronous Host Mobility
	Making Additional Remote Node Connections
	Creating PPP Connections
	Making SLIP Connections

	Configuring Remote Access to NetBEUI Services
	Configuring Performance Parameters
	Compressing TCP Packet Headers
	Setting the TCP Connection Attempt Time
	Compressing IPX Packet Headers over PPP
	Enabling Fast Switching
	Controlling Route Cache Invalidation
	Customizing SLIP and PPP Banner Messages


	Configuration Examples for Asynchronous SLIP and PPP
	Basic PPP Configurations Examples
	Remote Node NetBEUI Examples
	Remote Network Access Using PPP Basic Configuration Example
	Remote Network Access Using PPP and Routing IP Example
	Remote Network Access Using a Leased Line with Dial-Backup and PPP Example
	Multilink PPP Using Multiple Asynchronous Interfaces Example


	Configuring Media-Independent PPP and Multilink PPP
	PPP Encapsulation Overview
	Configuring PPP and MLP
	Enabling PPP Encapsulation
	Enabling CHAP or PAP Authentication
	Enabling Link Quality Monitoring
	Configuring Compression of PPP Data
	Software Compression
	Hardware-Dependent Compression

	Configuring Microsoft Point-to-Point Compression
	MPPC Restrictions
	Configuring MPPC

	Configuring IP Address Pooling
	Peer Address Allocation
	Precedence Rules
	Interfaces Affected
	Choosing the IP Address Assignment Method
	Defining the Global Default Address Pooling Mechanism
	Controlling DHCP Network Discovery
	Configuring IP Address Assignment

	Configuring PPP Reliable Link
	Troubleshooting PPP

	Disabling or Reenabling Peer Neighbor Routes
	Configuring PPP Half-Bridging
	Configuring Multilink PPP
	Configuring MLP on Synchronous Interfaces
	Configuring MLP on Asynchronous Interfaces
	Configuring MLP on a Single ISDN BRI Interface
	Configuring MLP on Multiple ISDN BRI Interfaces
	Configuring MLP Using Multilink Group Interfaces
	Changing the Default Endpoint Discriminator


	Configuring MLP Interleaving and Queueing
	Configuring MLP Interleaving

	Configuring MLP Inverse Multiplexer and Distributed MLP
	Enabling Distributed CEF Switching
	Creating a Multilink Bundle
	Assigning an Interface to a Multilink Bundle
	Disabling PPP Multilink Fragmentation
	Verifying the MLP Inverse Multiplexer Configuration

	Monitoring and Maintaining PPP and MLP Interfaces
	Configuration Examples for PPP and MLP
	CHAP with an Encrypted Password Examples
	User Maximum Links Configuration Example
	MPPC Interface Configuration Examples
	IP Address Pooling Example
	DHCP Network Control Example
	PPP Reliable Link Examples
	MLP Examples
	MLP on Synchronous Serial Interfaces Example
	MLP on One ISDN BRI Interface Example
	MLP on Multiple ISDN BRI Interfaces Example
	MLP Using Multilink Group Interfaces over ATM Example
	Changing the Default Endpoint Discriminator Example

	MLP Interleaving and Queueing for Real-Time Traffic Example
	T3 Controller Configuration for an MLP Multilink Inverse Multiplexer Example
	Multilink Interface Configuration for Distributed MLP Example


	Configuring Multichassis Multilink�PPP
	Multichassis Multilink PPP Overview
	Stack Groups
	Call Handling and Bidding

	How to Configure MMP
	Configuring the Stack Group and Identifying Members
	Configuring a Virtual Template and Creating a Virtual Template Interface

	Monitoring and Maintaining MMP Virtual Interfaces
	Configuration Examples for MMP
	MMP Using PRI But No Dialers
	MMP with Dialers
	MMP with Explicitly Defined Dialer
	MMP with ISDN PRI but No Explicitly Defined Dialer

	MMP with Offload Server



	Callback and Bandwidth Allocation Configuration
	Configuring Asynchronous Callback
	Asynchronous Callback Overview
	How to Configure Asynchronous Callback
	Configuring Callback PPP Clients
	Accepting Callback Requests from RFC-Compliant PPP Clients
	Accepting Callback Requests from Non-RFC-Compliant PPP Clients Placing Themselves in Answer Mode

	Enabling PPP Callback on Outgoing Lines
	Enabling Callback Clients That Dial In and Connect to the EXEC Prompt
	Configuring Callback ARA Clients

	Configuration Examples for Asynchronous Callback
	Callback to a PPP Client Example
	Callback Clients That Connect to the EXEC Prompt Example
	Callback to an ARA Client Example


	Configuring PPP Callback
	PPP Callback for DDR Overview
	How to Configure PPP Callback for DDR
	Configuring a Router as a Callback Client
	Configuring a Router as a Callback Server

	MS Callback Overview
	How to Configure MS Callback
	Configuration Examples for PPP Callback

	Configuring ISDN Caller ID Callback
	ISDN Caller ID Callback Overview
	Callback After the Best Match Is Determined
	Legacy DDR
	Dialer Profiles

	Timing and Coordinating Callback on Both Sides

	How to Configure ISDN Caller ID Callback
	Configuring ISDN Caller ID Callback for Legacy DDR
	Configuring ISDN Caller ID Callback for Dialer Profiles

	Monitoring and Troubleshooting ISDN Caller ID Callback
	Configuration Examples for ISDN Caller ID Callback
	Best Match System Examples
	Best Match Based on the Number of “Don’t Care” Characters Example
	Best Match with No Callback Configured Example
	No Match Configured Example

	Simple Callback Configuration Examples
	ISDN Caller ID Callback with Dialer Profiles Examples
	ISDN Caller ID Callback with Legacy DDR Example
	Individual Interface Example
	Dialer Rotary Group Example



	Configuring BACP
	BACP Overview
	BACP Configuration Options

	How to Configure BACP
	Enabling BACP
	Modifying BACP Passive Mode Default Settings
	Configuring Active Mode BACP

	Monitoring and Maintaining Interfaces Configured for BACP
	Troubleshooting BACP
	Configuration Examples for BACP
	Basic BACP Configurations
	Dialer Rotary Group with Different Dial-In Numbers
	Passive Mode Dialer Rotary Group Members with One Dial-In Number
	PRI Interface with No Defined PPP BACP Number
	BRI Interface with No Defined BACP Number



	Dial Access Specialized Features
	Configuring Large-Scale Dial-Out
	Large-Scale Dial-Out Overview
	Next Hop Definition
	Static Routes
	Stack Groups

	How to Configure Large-Scale Dial-Out
	Complying with Large-Scale Dial-Out Prerequisites
	Establishing the Route to the Remote Network
	Enabling AAA and Static Route Download
	Enabling Access to the AAA Server
	Enabling Reverse DNS
	Enabling SGBP Dial-Out Connection Bidding
	Defining a User Profile

	Monitoring and Maintaining the Large-Scale Dial-Out Network
	Configuration Examples for Large-Scale Dial-Out
	Stack Group and Static Route Download Configuration Example
	User Profile on an Ascend RADIUS Server for NAS1 Example
	Asynchronous Dialing Configuration Examples
	Asynchronous Dialing Example
	Asynchronous and Synchronous Dialing Example



	Configuring per-User Configuration
	Per-User Configuration Overview
	General Operational Processes
	Operational Processes with IP Address Pooling
	Deleting Downloaded Pools
	Supported Attributes for AV Pairs

	How to Configure a AAA Server for Per-User Configuration
	Configuring a Freeware TACACS Server for Per-User Configuration
	Configuring a CiscoSecure TACACS Server for Per-User Configuration
	Configuring a RADIUS Server for Per-User Configuration

	Monitoring and Debugging Per-User Configuration Settings
	Configuration Examples for Per-User Configuration
	TACACS+ Freeware Examples
	IP Access Lists and Static Routes Using Virtual Profiles over ISDN BRI
	IPX Per-User SAP Filters Using IPXWAN and Virtual Profiles by a Synchronous Interface

	RADIUS Examples
	IP Access Lists and Static Routes Using Virtual Profiles over ISDN BRI
	IPX Per-User SAP Filters Using IPXWAN and Virtual Profiles by a Synchronous Interface



	Configuring Resource Pool Management
	RPM Overview
	Components of Incoming and Outgoing Call Management
	Customer Profile Types
	DNIS Groups
	CLID Groups
	Call Types
	Resource Groups
	Resource Services
	VPDN Groups
	VPDN Profiles

	Call Treatments
	Details on RPM Call Processes
	Accounting Data
	Data over Voice Bearer Services
	Call Discriminator Profiles
	Incoming Call Preauthentication
	RPM Standalone Network Access Server
	Call Processing
	Base Session and Overflow Session Limits
	VPDN Session and Overflow Session Limits
	VPDN MLP Bundle and Links-per-Bundle Limits
	VPDN Tunnel Limits

	RPM Using the Cisco RPMS
	Resource Manager Protocol
	Direct Remote Services
	RPM Process with RPMS and SS7
	Additional Information About Cisco RPM

	How to Configure RPM
	Enabling RPM
	Configuring DNIS Groups
	Creating CLID Groups
	Configuring Discriminator Profiles
	Configuring Resource Groups
	Configuring Service Profiles
	Configuring Customer Profiles
	Configuring Default Customer Profiles
	Configuring Customer Profiles Using Backup Customer Profiles
	Configuring Customer Profiles for Using DoVBS

	Configuring a Customer Profile Template
	Typical Template Configuration
	Verifying Template Configuration

	Placing the Template in the Customer Profile
	Configuring AAA Server Groups
	Configuring VPDN Profiles
	Configuring VPDN Groups
	Counting VPDN Sessions by Using VPDN Profiles
	Limiting the Number of MLP Bundles in VPDN Groups
	Configuring Switched 56 over CT1 and RBS

	Verifying RPM Components
	Verifying Current Calls
	Verifying Call Counters for a Customer Profile
	Clearing Call Counters
	Verifying Call Counters for a Discriminator Profile
	Verifying Call Counters for a Resource Group
	Verifying Call Counters for a DNIS Group
	Verifying Call Counters for a VPDN Profile
	Verifying Load Sharing and Backup

	Troubleshooting RPM
	Resource-Pool Component
	Successful Resource Pool Connection
	Dialer Component

	Resource Group Manager
	Signaling Stack
	AAA Component
	VPDN Component
	Troubleshooting DNIS Group Problems
	Troubleshooting Call Discriminator Problems
	Troubleshooting Customer Profile Counts
	Troubleshooting Resource Group Counts
	Troubleshooting VPDN
	Troubleshooting RPM/VPDN Connection
	Troubleshooting Customer/VPDN Profile
	Troubleshooting VPDN Profile Limits
	Troubleshooting VPDN Group Limits
	Troubleshooting VPDN Endpoint Problems

	Troubleshooting RPMS

	Configuration Examples for RPM
	Standard Configuration for RPM Example
	Customer Profile Configuration for DoVBS Example
	DNIS Discriminator Profile Example
	CLID Discriminator Profile Example
	Direct Remote Services Configuration Example
	VPDN Configuration Example
	VPDN Load Sharing and Backing Up Between Multiple HGW/LNSs Example


	Configuring Wholesale Dial Performance Optimization
	Wholesale Dial Performance Optimization Feature Overview
	How to Configure Automatic Command Execution
	How to Configure TCP Clear Performance Optimization
	Verifying Configuration of TCP Clear Performance Optimization


	Dial Access Scenarios
	Dial Networking Business�Applications
	Dial Networking for Service Providers and Enterprises
	Common Dial Applications
	IP Address Strategies
	Choosing an Addressing Scheme
	Classic IP Addressing
	Cisco Easy IP



	Enterprise Dial Scenarios and�Configurations
	Remote User Demographics
	Demand and Scalability
	Remote Offices and Telecommuters Dialing In to a Central Site
	Network Topologies
	Dial-In Scenarios
	Cisco 1604 Remote Office Router Dialing In to a Cisco 3620 Access Router
	Remote Office Router Dialing In to a Cisco 3620 Router
	Cisco 700 Series Router Using Port Address Translation to Dial In to a Cisco AS5300 Access Server
	Cisco 3640 Central Site Router Configuration to Support ISDN and Modem Calls
	Cisco AS5300 Central Site Configuration Using Remote Security


	Bidirectional Dial Between Central Sites and Remote Offices
	Dial-In and Dial-Out Network Topology
	Dialer Profiles and Virtual Profiles
	Running Access Server Configurations
	Cisco AS5300 Access Server Configuration with Dialer Profiles
	Cisco 1604 ISDN Router Configuration with Dialer Profiles
	Cisco 1604 Router Asynchronous Configuration with Dialer Profiles
	Cisco AS5300 Access Server Configuration Without Dialer Profiles
	Cisco 1604 ISDN Router Configuration Without Dialer Profiles
	Cisco 1604 Router Asynchronous Configuration Without Dialer Profiles
	Large-Scale Dial-In Configuration Using Virtual Profiles


	Telecommuters Dialing In to a Mixed Protocol Environment
	Description
	Enterprise Network Topology
	Mixed Protocol Dial-In Scenarios
	Cisco 7200 #1 Backbone Router
	Cisco 7200 #2 Backbone Router
	Cisco AS5300 Universal Access Server



	Telco and ISP Dial�Scenarios and�Configurations
	Small- to Medium-Scale POPs
	Individual Remote PCs Using Analog Modems
	Network Topology
	Running Configuration for ISDN PRI
	Running Configuration for Robbed-Bit Signaling

	Individual PCs Using ISDN Terminal Adapters
	Network Topology
	Terminal Adapter Configuration Example

	Mixture of ISDN and Analog Modem Calls
	Combination of Modem and ISDN Dial-In Configuration Example


	Large-Scale POPs
	Scaling Considerations
	How Stacking Works
	A Typical Multilink PPP Session
	Using Multichassis Multilink PPP
	Setting Up an Offload Server
	Using the Stack Group Bidding Protocol
	Using L2F

	Stack Group of Access Servers Using MMP with an Offload Processor Examples
	Cisco Access Server #1
	Cisco Access Server #2
	Cisco Access Server #3
	Cisco 7206 as Offload Server

	RADIUS Remote Security Examples
	User Setup for PPP
	User Setup for PPP and Static IP Address
	Enabling Router Dial-In
	User Setup for SLIP
	User Setup for SLIP and Static IP Address
	Using Telnet to connect to a UNIX Host
	Automatic rlogin to UNIX Host


	PPP Calls over X.25 Networks
	Overview
	Remote PC Browsing Network Topology
	Protocol Translation Configuration Example



	Appendixes
	Modem Initialization Strings
	Sample Modem Scripts


	Index
	Index



