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Introduction

The Internet of Things (loT) is impacting every business and fundamentally changing how we
look at the devices that connect to a company. These things vastly expand the attack surface
of a company. Manufacturing is one of the most targeted sectors; 32% of cyber-attacks
occurred in manufacturing’.

loT devices and control systems are vulnerable. Hackers target manufacturing loT devices
because they have little or no security capabilities. Few use encryption, and many are
unmanaged from a patching and vulnerability updates perspective. Security was simply not a
part of their design. They can participate in sophisticated attacks such as DDoS or network
invasion. They can be converted to zombies and used as agents of persistence. They can be
used for ransom by shutting down or halting business entirely. Worst of all, they can be used
to cause physical harm.

Many manufacturers struggle to integrate operational technology (OT) environments with the
threats that exist in today’s IT environments:

1. Systems, applications, and equipment are increasingly found to
be vulnerable. Since 2009 the number of vulnerabilities
discovered has grown 2,400%.

2. Some automation vendors are still shipping applications that
require end-of-support platforms (e.g., Windows 98).

3. Base control protocols - the most commonly deployed E/IP-
based control protocol lacked simple authentication until late
2015.

Despite these issues, the Internet of Things helps manufacturers gain efficiencies, harness
intelligence from a wide range of equipment, improve operations, and increase customer
satisfaction. That is why connectivity of these highly vulnerable environments almost doubled
within three years.

+

! https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/Year_in_Review_FY2015_Final_S508C.pdf
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The increasing demand for connecting more and more devices complicates security because
attack surfaces are greatly increased. OT and IT professionals want to protect their
manufacturer networks and devices to ensure safety and continuity of business.

Cisco’s loT Threat Defense solution solves these manufacturer challenges.

Cisco’s loT Threat Defense solution takes an architectural approach to protecting loT using
the SAFE model for security, which starts with the business flows/use cases. This design
guide specifies the components and configurations used to validate this architecture,
protecting manufacturers as they embark on their digital transformation journey to achieve
Industry 4.0, or realize the Industrial 10T. It is part of the SAFE security reference architecture.

Figure 1 - Key to SAFE
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Management ¢ Secure Services

The Key to SAFE organizes the complexity of holistic security into Places in the Network (PINs) and
Secure Domains.
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5 SAFE simplifies end-to-end security by using views of complexity depending on the audience
needs. Ranging from business flows and their respective threats to the corresponding
security capabilities, architectures and designs, SAFE provides guidance that is holistic and

understandable.

Figure 2- SAFE Guidance Hierarchy
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More information about how Cisco SAFE simplifies security, along with this and other Cisco
Validated Designs (CVD), can be found here: www.cisco.com/go/safe
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Manufacturer Business Flows

SAFE uses the concept of business flows (communication flows) to simplify the identification
of threats that can impact these activities, and thereby the security needed to protect
business functions.

Business use cases that affect security in the manufacturing loT space include the following:

e Securing the devices and applications that are present on network
e Providing remote access for support
e Defending against high risk activity on the same network

Figure 3 - Business Use Cases
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Manufacturing Attack Surface

The loT Threat Defense solution protects systems by applying security controls to the attack
surface found in manufacturer networks across all of their business use cases. The threats
and risks that are present in manufacturer networks are around the devices, the humans and
the network.

Rogue identity, infections, and advanced persistent threats allow hackers the ability to take
control of your devices and networks. Legacy remote administration access to devices (such
as modems) adds additional risk. Zero-day vulnerability attacks can bypass existing controls.

Figure 4 - Manufacturing Attack Surfaces
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Solution Overview

loT Threat Defense for Manufacturing tackles the challenge these threats pose to loT on four
critical fronts:

Cisco loT Threat Defense is a tested, layered architecture and services offering with several
points of presence in the network to create a secure membrane around IoT devices. Secure
segmentation of loT devices means that all of the data and communications required for loT
devices to perform their functions flow freely, and desired business objectives can be
securely realized. At the same time, Cisco provides the visibility and analysis to detect
threats, defend against them, and maintain service resiliency. Secure remote access helps
customers gain visibility and control over third-party access to their networks. The consulting
and services component of the solution helps customers assess their 0T risk and assists
customers with the design, deployment, and ongoing operation of a secure loT environment.
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Security Capabilities

To protect 10T devices and systems, specific capabilities are necessary to build the
appropriate layers of defense. The SAFE methodology capabilities (Blue Circles) best suited
for this defense are aligned with each of these areas. These capabilities work together to
create several layers of defense protecting the organization and its 10T infrastructure.

Segmentation

Security starts with visibility. But for the 10T systems that you know you already have,
segmentation comes first. Segmentation is about restricting network access and dividing the
network based on role and function.

There are many ways an organization can be compromised and these highly vulnerable IoT
devices can be accessed. The most common are e-mail phishing attacks and web-hosted
malvertising, which infect user systems and then spread across a company's infrastructure,
attaching to loT devices with no impediment. For this reason, these I0T devices must be
segmented from user environments and from each other.

These capabilities restrict network access and divide the network based on role and function.

Icon

Capability Function

Context-based identity of devices and users—Restricts connection to
|dentity known users and devices including context items such as time of day,
location, and posture.

Profile devices—As devices are connected to the network, profiling
Profile defines the contextual elements necessary for device classification and
categorization.

Identity-based software-defined segmentation—Separates loT systems
TrustSec and users based on role and policy, and stops unknown [oT devices
from connecting to the network.

Identity-based firewall segmentation—Converges 10 and OT without
Firewall interfering with operational practice, and separates traffic based on role
and policy.

OReturn to Contents
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Visibility and Analytics

Once an initial level of segmentation has been implemented for known loT devices and users,
adding improved methods of visibility enables identification of undocumented devices on the
network. Once all devices are identified and known, it becomes easy to detect and remediate
threats that bypass existing controls.

These capabilities provide broad and deep visibility across the entire network.

Icon Capability Function

_ Context-based identity of devices and users—Users and devices
Identity including context items such as time of day, location, and posture.

. device on the network based on name resolution, blocks malicious
Security domains, and breaks command & control callbacks.

Intrusion prevention—Provides 0T visibility with deep packet inspection;

Intrusion Prevention | pjocks attacks, exploitation, and intelligence gathering

@ DNS DNS based security—Identifies Internet communications from every

Monitor infrastructure communications flows—Uses the information to
Network Monitoring | better pinpoint nuisances in the network, and identifies and alerts on
abnormal device traffic flows.

Analyzes normal loT network behaviors, creating a baseline for
operations and known devices connected to the network. Generates
alerts when abnormal activities start.

(A) Analysis and
Anomaly Detection

Threat Threat intelligence—Provides knowledge of existing malware and
' communication vectors, and learned knowledge of emerging behavioral
Intelligence threats.

OReturn to Contents
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Remote Access

To maintain your expensive and sophisticated modernization investments, you are likely to
rely on your vendors for debugging and maintenance. For that to happen, you need to allow
them remote access into your plant. Secure remote access replaces the legacy modems and
other connectivity methods vendors used in the past, eliminating the back doors to your
digitally connected network.

These capabilities provide and ensure secure remote connectivity to the company.

Icon Capability Function
Context-based identity of devices and users—Restricts connection to
@ Identity known users and devices including context items such as time of day,
location, and posture.
VPN Secure remote access VPNs—Provides secure encrypted access for

remote operators, vendors, and providers based on role and policies.

o€

Anti-Malware

Client and network security—Inspects files for malware and viruses,
quarantines and removes any threat quickly before it can spread and
contaminate vulnerable loT systems.

OReturn to Contents
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Services

Despite the technological advances that the l0T represents, the human factor is the most
important. People develop these technologies to help people, and people are needed to
secure loT environments. No doubt it is a daunting task. The good news is that the right
planning and guidance greatly improves the likelihood of establishing a successful 10T security
program.

All of the capabilities described above help to create a secure network. In preparation for
deploying these, it is necessary to fully assess and evaluate your environment. Many of these
services are difficult, if not impossible, for a company to objectively accomplish themselves:

e Security network penetration assessment e Security segmentation service
e Automation & control system risk assessment e |SE design & POC

e Privacy impact assessment e Solution support

o Firewall & Stealthwatch deployment e Incident response services

Services such as security network penetration assessment and automation & control system
risk assessment can help you get the lay of the land. Include deployment and incident
response services early on in your projects to ensure that you get the best results possible
from your investment.

For more information about Cisco Services, please visit:

https://www.cisco.com/c/en/us/services/overview.html

For information about leveraging our Partner ecosystem, please visit:

https://www.cisco.com/c/en/us/solutions/partner-ecosystem.html

The latest news and information about Cisco’s solution for loT can be found here:

https://www.cisco.com/qo/iot

OReturn to Contents
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Solution Architecture

The first step in developing a defense-in-depth architecture is to take all of the capabilities
that can thwart threats and match them up with the real-world business functions/flows used
in a typical industrial environment.

Each of these three business flows defined earlier are shown in Figure 5, with the key
capabilities described above applied.

Figure 5 - SAFE Business Flows and Capabilities
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Each of the capabilities are grouped by the area of focus: Segmentation, Visibility & Analytics,
and Remote Access. These capabilities are implemented through product features. The
following sections briefly describe each area and the products selected that align to the
capabilities.

SReturn to Contents
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Segmentation

Security starts with visibility. However, for the 10T systems that you
know you already have, segmentation comes first. Segmentation is
about building a secure place to protect what you have from the
known and unknown risks on the network, and then with improved
visibility you can identify and protect the loT devices you discover.
Segmentation puts these devices out of the reach of attackers, and
prevents these devices from being used as pivot points to move
through the network if they are compromised.

May 2018

The US Department of Homeland Security, National Security Agency, international defense
agencies, and leading network publications and analysts recommend network segmentation
to limit the scope of a compromise and reduce the extent an adversary can move across the
network. These segments become the control point through which the devices can send and
receive traffic, giving us visibility focus areas via the segmentation. Cisco TrustSec with our
ldentity Services Engine (ISE) and our Next Generation Firewall provide north-to-south as well
as east-to-west network segmentation, ensuring the safety and security of your network

modernization projects.

Capability Solution Component
Identity Cisco Ildentity Services Engine, Enterprise Directory Services
Profile Cisco Ildentity Services Engine

TrustSec
Routers

Cisco ldentity Services Engine, Network Switches, Firewalls, and

Firewall Cisco’s ASA and Firepower Next Generation Firewalls

OReturn to Contents
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Segmentation with ISE and TrustSec

Cisco ISE provides identity-based access control, context, and visibility (for example, user,
device, location, and time) of loT devices and users across the network. Cisco ISE is also a
controller and orchestrator for TrustSec-based software segmentation policies. With Cisco
TrustSec technology, you can control access to network segments and resources using the
switches, routers and firewalls you already have. These role-based access control policies
allow you to dynamically segment your network without the complexity of VLANs and manual
switch-by-switch configurations.

This technology is ideal for implementing security at the switch level between IoT devices on
the same switch, within or between cells, and creates the desired segmentation throughout
the Industrial zone. It is managed centrally via ISE and scales for the world of IoT. It provides a
true topology-independent segmentation architecture, by creating logical security groups
based on the role of each device. These security groups can be enforced by VLANS (legacy
infrastructure), port-based access control lists, and Security Group Tags (SGT) as we did in
this design.

These TrustSec policies can be applied to specific traffic between any two network resources
(devices) independent of their location. The TrustSec policy matrix defined in ISE provides an
easy way for security administrations to view the policies from one single window across the
entire organization

Using TrustSec policies, an infected device can be isolated and blocked from accessing other
sensitive areas, regardless of network topology.
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W

Segmentation with NGFW

The Cisco Firepower Next-Generation Firewall (NGFW) is a fully integrated, threat-focused
next-gen firewall with unified management. It delivers comprehensive, unified policy
management of firewall functions, application control, threat prevention, and advanced
malware protection from the network to the device, each providing additional or alternate
layers of defense against the threats to loT. It also provides the anchor point for converging IT
and OT security visibility without interfering with operational practice.

Figure 6 shows the capabilities of a firewall for the world of the loT. We will go in depth on
two important capabilities, segmentation and application control, for the lab/use case.

Figure 6 - loT Capabilities with the NGFW
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Tips for Segmentation in the loT for SCADA Networks

The base rule set should be DENY ALL, PERMIT NONE.

Ports and services between the zone environment and an external network should be enabled and permissions
granted on a specific case-by-case basis. There should be a documented business justification with risk
analysis and a responsible person for each permitted incoming or outgoing data flow.

All “permit” rules should be both IP address- and TCP/UDP port-specific.

All rules shall restrict traffic to specific IP address or range of addresses.

All traffic on the zone is typically based only on routable IP protocols, either TCP/IP or UDP/IP. Thus, any non-IP
protocol should be dropped.

Prevent traffic from transiting directly from the SCADA network to the enterprise network. All traffic should
terminate in the DMZ.

All outbound traffic from the cell to the enterprise network should be source- and destination-restricted by
service and port using firewall rules.

Allow outbound packets from the DMZ only if those packets have a correct source IP address assigned to the
cell devices.

Devices in the cell zone should not be allowed to access the Internet.

OReturn to Contents
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Visibility and Analysis

You cannot protect what you cannot see. Visibility across the
network and connected devices is achieved via several methods.
Within the enterprise and plant operations floors, each capability
provides an increasing breadth of visibility and context. They provide
visibility and security intelligence across an entire organization
before, during, and after an attack. They continuously monitor the
network and provide real-time anomaly detection and Incident
response forensics.

Capability Solution Component
@ dentit Cisco Identity Services Engine, Enterprise Directory Services, Cisco
Y AnyConnect, Cisco Industrial Network Director
DNS .
= Cisco Umbrella Secure Internet Gateway
Visibility

Intrusion Prevention | Cisco’s ASA and Firepower Next Generation Firewalls

o Cisco Stealthwatch, network switches, firewalls and routers sending
Network Monitoring

NetFlow.
e Analysis and Cisco Stealthwatch with Cognitive Threat Analytics (CTA), Cisco
Q Anomaly Detection | Firepower, Umbrella Investigate
Threat
Cisco Talos
Intelligence

OReturn to Contents
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To shine a light on threats, different technologies can provide varying depths of visibility.

Figure 7 - Various Depths of Visibility
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The following describes the increasing level of visibility provided by each layer of technology.

The Cisco Identity Services Engine (ISE) provides enhanced visibility into who (identities of
users and systems) and what (types of devices, including loT devices) are connecting to your
network. It builds contextual elements such as user/device roles, time of day, device posture,
and location according to a specific security policy. Each of these contribute to define and
enforce role-based access controls used by TrustSec.

Cisco Umbrella provides visibility into with what services loT devices are communicating, in
addition to clientless protection when connecting to the internet. These requests provide
detailed insight into authorized and unauthorized communications of these minimally
configured and often unmanaged IoT devices. Umbrella’s advanced features include Secure
Internet Gateway proxy capabilities for questionable domains.

Cisco Stealthwatch turns the network into a sensor, ingesting and analyzes traffic metadata
collected as NetFlows from infrastructure and workstations, creating a baseline of the normal
loT communication of an organization and its users. From this baseline, it is then much easier
to identify infections or sophisticated attackers infiltrating the network trying to take over. It
can identify malware, distributed denial-of-service (DDoS) attacks, advanced persistent
threats (APTs), and insider threats. It monitors both north-south and east-west (lateral)
movements to detect the widest range of attacks, and it can quarantine attackers, leveraging
its integration with ISE. With the addition of Cisco Threat Analytics, internet communications
are further analyzed to match known or identify new outbreaks.

In addition to their segmentation capabilities, Cisco Firepower Next Generation Firewalls and
Next Generation Intrusion Prevention Systems provide the deepest level of visibility by
performing deep-packet protocol and payload inspection. They form the anchor point for
converging IT and OT security without interfering with industrial operational practice. With
their integrated network discovery, you have visibility into everything entering and exiting the
industrial zone, from which granular security policies can be created and enforced. They
uniquely see endpoint apps and operating systems, OT devices, and corresponding
browsers, all while detecting the latest and most advanced forms of malware.

These enhanced visibility agents enable greater threat detection and more granular control of
policies for your entire network environment: plant, mobile, and remote locations.
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OT Security Challenge

The challenge in industrial environments is that most OT endpoints do not have ability to
communicate their identity to the Network Infrastructure or Security platforms in the same
way as IT endpoints do using 802.1x supplicants or other means.

Figure 8 - 10T vs IT device identity challenge
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Defining security policies based on network attributes such as IP and MAC is extremely complex

When IT security platforms like the Cisco Identity Services Engine(ISE) do not receive the
contextual information necessary to consistently apply security policies, this can lead to
disruption of communication in the OT network and in turn lead to failure in the OT process.

Cisco Industrial Network Director (IND) is a purpose-built platform for managing industrial
networks and ties the identity and context elements back in to Cisco ISE. It is designed to
help operations teams gain full visibility of network and automation devices in the context of
the automation process and provides improved system availability and performance, leading
to increased overall equipment effectiveness (OEE).

Figure 9 - Cisco Industrial Network Director
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Secure Remote Access

Increased connectivity has arguably more benefits than
drawbacks, so it’s no surprise that many equipment vendors,
such as industrial and healthcare equipment vendors, require
remote support in their support contracts. It saves the vendor's
operational costs when they do not need to send a technician
on-site, and remote support can reduce downtime for customers
as the technician gets to work while still on the phone with the
customer.

Capability Solution Component

|dentity Cisco Identity Services Engine, Enterprise Directory Services

Cisco AnyConnect, Cisco’s ASA and Firepower Next Generation

VPN Firewalls

000

Anti-Malware Cisco’s Advanced Malware Protection for Endpoints and Networks

OReturn to Contents

With a younger workforce and fewer experienced workers available, particularly for older
systems and infrastructure, ensuring that the right resources are available in the right place
and at the right time is challenging and often not possible. Companies may need a number of
subject matter experts from different disciplines to collaborate on situations in real time—and
they may want to avoid the expense of having to wait for them all to travel to the same
location.

There are several drawbacks for the customer:

1. Remote access means that sensitive networks, such as an industrial control network,
can be reached from the Internet.

2. Customers have equipment from multiple vendors, which means access needs to be
granted for each of the vendors.

3. Customers often have no idea what devices are actually communicating with in the
customer’s environment or even whether the vendor’s network is introducing security
threats into the customer’s network.
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SAFE Design Guide
loT Threat Defense provides secure communications from the remote party to the network
and employs segmentation, visibility, and analysis to make sure remote users do not
introduce threats but access only the systems for which they are allowed access.

Cell | Area Zone

Figure 10 - loT Threat Defense Secure Communications
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Purdue Model for Control Hierarchy

Manufacturing OT staff recognized the need to connect their infrastructure to today's IT
systems. This convergence of IT and OT is a common challenge being faced by most
industries adopting loT architectures, and it requires both OT and IT to have communication
interfaces that allow mutual access and the exchange of information between systems. The
interaction of these components in such a complex system requires a framework to define
the flow of communication between components, which are dependent on the functions they
perform in the process. A well-known framework used by many industries today is the
Purdue Model for Control Hierarchy as shown in Figure 11.

Figure 11 - Purdue Model for Control Hierarchy

Purdue Model Control Hierarchy

Level 2 e Level 3 Level 4

Control

Manufacturing Business Planning
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| evel 1 S Control

| evel O Process

The Purdue Model for Control Hierarchy? is a common and well-understood model in the
manufacturing industry that segments devices and equipment into hierarchical functions. It
has been incorporated into many other models and standards in the industry.

2 Reference ISBN 1-55617-265-6
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Based on this segmentation of the plant technology, the International Society of Automation
ISA-99 Committee for Manufacturing and Control Systems Security (IACS) has identified the
levels and logical framework zones as the Plant Logical Framework.

Figure 12 - Plant Logical Framework
Plant Logical Framework
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The Purdue Model and ISA-99 have identified levels of operations and key zones for the IACS
logical framework. In addition to the levels and zones, Cisco and Rockwell Automation include
a demilitarized zone (DMZ) between the Enterprise and Manufacturing zones as part of
Converged Plantwide Ethernet (CPwE) architecture. Emerging IACS security standards such
as ISA-99, NIST 800-82, and Department of Homeland Security INL/EXT-06-11478 also
include a DMZ as part of a defense-in-depth strategy. The purpose of the DMZ is to provide
a buffer zone where data and services can be shared between the Enterprise and
Manufacturing zones. The DMZ is critical in maintaining availability, addressing security
vulnerabilities, and abiding by regulatory compliance mandates (e.g., Sarbanes-Oxley). In
addition, the DMZ allows for segmentation of organizational control; for example, between the
IT organization and manufacturing. This segmentation allows different policies to be applied
and contained. For example, the manufacturing organization may apply security and quality -
of-service (QoS) policies that are different from the IT organization. The DMZ is where the
policies and organizational control can be divided.

These levels and zones form the base logical framework around which the IACS network
infrastructure and services are designed and used for Cisco’s CPwE Cisco Validated Design.

SReturn to Contents
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Plant Architecture

The CPwE integrates the knowledge and expertise from both IACS as well as IT. The Cisco
Enterprise Campus is the most relevant model for network architectures in this environment.
The Enterprise Campus solution architecture incorporates key networking concepts and
models; core, access, distribution, and services layers. In essence, the IACS network can be
viewed as a specialized Campus network.

The loT Threat Defense solution starts with the CPwE Cisco Validated Design and improves it
with additional Segmentation, Visibility and Remote access elements. Using the SAFE
Campus Reference Architecture and loT Threat Defense business flows, we can easily show
how the end-to-end architecture as shown in Figure 13 can include both IT and OT models,
and the deployment of the capabilities protecting the flows.

Figure 13 - CPwE Reference Architecture in SAFE Format with Business Flows
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Cell/Area Zone

The Cell/Area zone is a functional area within a plant facility; many plants have multiple
Cell/Area zones. In an automotive plant, it may be a bodyshop or a sub-assembly process. In
a food and beverage facility, it may be the batch mixing area. It may be as small as a single
controller and its associated devices on a process skid, or multiple controllers on an assembly
line. Each plant facility defines the Cell/Area zone demarcation differently and to varying
degrees of granularity. For the purposes of this architecture, a Cell/Area zone is a set of
devices, controllers, and so on, which are involved in the real-time control of a functional
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aspect of the manufacturing process. To control the functional process, they are all in real-
time communication with each other.

Cell zones contain the endpoints and access layer capabilities. Cell zones should be
segmented from each other using TrustSec, VLAN’s or firewalls, and highly sensitive plants
may require segmentation within the cell itself using TrustSec or dedicated firewalls. Devices
are profiled when connected to the network, ensuring they are placed in the proper
policy/security group. Visibility of traffic to, from and within a cell is important to capture and
monitor, enabling quick identification of problems or new threats.

Manufacturing Zone

The Manufacturing zone consists of the Cell/Area zones (Levels O to 2) and site-level (Level
3) activities. The Manufacturing zone is important because all the applications, devices, and
controllers critical to monitoring and controlling the plant floor operations are in this zone. To
preserve smooth plant operations and functioning of the applications and network, this zone
requires clear logical segmentation and protection from Levels 4 and 5 of the plant/enterprise
operations.

Cell zones are aggregated together at the Manufacturing Zone following best practice access
to distribution layer connectivity and segmentation methods found in campus networks.
Segmentation using TrustSec, and Visibility with Netflow are equally important here as the
majority of operational communications are sourced from here, and this zone also contains
many vulnerable older operating systems.

Industrial Demilitarized Zone

The Demilitarized Zone provides a buffer zone where services and data can be shared
between the Manufacturing and Enterprise zones. In addition, the DMZ allows for easy
segmentation of organizational control. Cisco recommends that the DMZ be designed so that
no traffic traverses the DMZ. All traffic should originate/terminate in the DMZ. This chokepoint
also provides the best place for gaining visibility with deep pack inspection of all traffic in and
out of the plant.

Enterprise Zone

The Enterprise Zone is where the functions and systems that need standard access to
services provided by the enterprise network reside. This level is viewed as an extension of
the enterprise network. The basic business administration tasks are performed here and rely
on standard IT services. These functions and systems include wired and wireless access to
enterprise network services.

It is also where the centralized IT systems and functions exist. Enterprise resource
management, business-to-business, and business-to-customer services typically reside at
this level. Often the external partner or guest access systems exist here, although it is not
uncommon to find them in lower levels (e.g., Level 3) of the framework to gain flexibility that
may be difficult to achieve at the enterprise level.
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Plant Design

Moving from architecture to design is now greatly simplified when we understand where the
capabilities are intended to be implemented. It requires selecting only the appropriate
hardware with the necessary capability to feature mapping. Additional elements such as high-
availability, resiliency, and scalability are now also taken into consideration. Figure 14
represents the reference design used in manufacturing plants.

Figure 14 - Manufacturer Plant Reference Design

Manufacturer Plant Reference Design

Cell/Area Zones Manufacturing Zone Industrial Enterprise Zone
Demilitarized

Connected
Routing/NAT Zone

Access

Redundant
Star Access

Ring Access

Additional detailed lab diagrams Figure 36 and Figure 37 can be found in the appendix.

More information on CPwE can be found here:
https://www.cisco.com/c/en/us/solutions/enterprise/desian-zone-manufacturing/design-
quide-listing.html
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Identity Services Engine (ISE)

Implementation

Each of the product sections describes how they were customized after a typical installation to best defend your
company’s loT infrastructure. A tabular listing of all products and their versions is available in the appendix.

This solution requires enterprise-wide time synchronization with NTP, and recommends a CA Server for pxGrid
certificates.

SEGMENTATION

T @ o =

S

Identity Profile TrustSec Firewall

Siemens

ldentity Services Engine (ISE)

Authenticating users and devices as they connect to the network infrastructure is the first line of defense for protecting
the company. It is the opportunity to segment known from unknown, trusted from untrusted. The contextual information
gathered from the network provides visibility to users, devices, and other desired elements. This context nicely ties the
identity to a device, and is used as conditions for policy enforcement.

This guide focuses on how to configure ISE for connecting loT devices, and at a high level, users. Information on how to
deploy ISE, and alternate configurations can be found here:

And here: https://communities.cisco.com/community/technology/security/palise

Configuring Network AAA

In manufacturing environments, the majority of loT devices are connected via wired network connections due to the
deterministic timing requirements of many control systems. However, these devices often do not support
implementation or configuration of traditional network authentication standards such as 802.1x (Dot1x). For this reason,
MAC Authentication Bypass (MAB) is used, which relies on the device's manufacturer assigned hardware MAC address
for authentication.
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ISE is an Authentication, Authorization and Accounting (AAA) server. This means you need to authenticate and authorize
users and devices to get onto the network. In ISE, the authentication policy for MAB is turned on by default. Navigate to
WorkCenters > Network Access > Policy Sets to view and edit these policies. In the screenshot below, a default policy

set is used.

Identity Services Engine (ISE)

;Illsé'ol Identity Services Engine Home » Context Visibility » Operations » Policy }» Administration

~Network Access | b GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD

» Overview  » Identities  Id Groups  Extld Sources  » Network Resources  » Policy Element: Policy Sets | Troubleshoot  Reports  » Settings  Dictionaries
—

Policy Sets Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side te change the order
[ Search policy names & descriptions. _D] For Policy Export go to Administration > System > Backup & Restore > Paolicy Export Page
P Status Name Description
G [ | X @ ’
Default Default Policy Set
[ Summary of Policies
A list of all your policies ¥ Authentication Policy
D Global Exceptions MAB It Wired_MAB OR Allow Protocols - Default Network Access and Edit| *
Bulec acrnee antine donlouent Wireless_MAB
Default Default use Internal Endpoints
Default Policy Set
Dot1X If  Wired_802.1X OR Allow Protacols : Default Network Access and Edit |+
Save Order Reset Order Wireless_802 1X
Default use All_User_ID_Stores
Default Rule (If no match) Allow Protocols : Default Network Access and use - Al User_ID_Stores Edit| v

w» Authorization Policy

As shown in the default authentication policy, ISE first looks at a device's MAC address and tries to match it to a known
manufacturer’s MAC address to pass the authentication phase. These Internal Endpoints can be found under the
Administration > Identity Management > Groups menu.

The next step is to authorize the users and devices. In our case, as in the screen below, we are profiling the endpoint
and adding it to an endpoint group (e.g., IoTMAB or Siemens Device). We will look at how to do this later, but for now
just think that the device is identified as an loT device and added to an endpoint group. You can see the context being
included as a condition in authorization rules. This is done by checking whether the device is part of locTMAB endpoint
group, and in making sure that the network authentication was successful. If so, the device is classified with a
corresponding security group tag (SGT), a 16-bit number created for a single or group of assets.

¥.com/Users/Employee

16TMAE 10TMAB Permitaccess AND loT_DeviceSGT Edit| v
Network_Access_Authentication_Passed

) Comnliant Devices Ancess Metwark Arnress Authentication Passed PrrmitAccess it L=

A new loT device can be identified in two ways:

1. By manually adding the MAC address of devices into an endpoint group or by importing using csv
2. By ISE profiling functionality

By adding a device to an endpoint group, a device becomes a known device. These devices can be assigned a security
group tag as shown in the screenshot above. Unknown devices can be profiled, and ISE can detect these devices as
controllers, cameras, printers, and other devices. When devices are unknown and not correctly profiled initially, you can
add an authorization policy to restrict network access for these devices. After the device is fully profiled, it could be
automatically added to an appropriate group that authorizes to a different segment appropriate for its role, as in the
loTMAB example.
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NOTE:

More on profiling can be found in the ISE Profiling Design Guide:
https://communities.cisco.com/docs/DOC-68156

For loT devices that require MAB, add an authorization policy that permits access for loT devices added to a specific
Endpoint Identity Group.

Step 1: Create an Endpoint Identity Group called IoTMAB and add the device MAC addresses as appropriate.
Select Work Centers > Network Access > |d Groups and click Add.

“tses’ Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

I v Network Access l » Guest Access » TrustSec » BYOD » Profiler » Posture » Device Administration » PassivelD

» Overview  » Identities[ld Groups JExtld Sources » Network Resources » Policy Elements  Policy Sets » Troubleshoot  Reports

Identity Groups Endpoint Identity Groups
[= )

v E: v ';;lv
¥ || Endpoint identity Groups

obAdd | X Delge

Name a  Description

Step 2: Enter a group name and description. Click Save. Click Add and select the device MAC address from the
list of learned endpoints.

‘theth Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

~ Network Access » Guest Access » TrustSec » BYOD } Profiler » Posture » Device Administration » PassivelD

» Overview b Identities  1d Groups  Extld Sources b Network Resources b Policy Elements  Policy Sets » Troubleshoot  Reports b Settings  Dictionaries
——

Identity Groups Endpoint Identity Group List > IoTMAB
[ - p] Endpoint Identity Group
= @}' * Name | I0TMAE
* [ Endpoint Identity Groups Description | 10T devices using MAB P
L 1oTMAB
» 5, Profied Parent Group

g Blacklist 5 | oot |
ave st

roup Endpaints Selected 0 | Total 1 B 5

)¢ Remove ~ show | All -] %8

i BuestEndpoints

ga RegisteredDevices

7]
Hu Unknown

» || User ldentity G
|| User Identity Groups Address Static Group Assignment EndPoint Profile -

[ D8:EB:97:B8:45:98 true Trendnet-Device

For this use case, we are just creating a new endpoint group based on the MAC address, and then use the
endpoint group in the authorization policy. You can see that the endpoint group is automatically associated with
an Endpoint Profile (Trendnet-Device).

ISE uses the OUI information in the MAC address to match a profile to a device. It also uses information
gathered from these loT devices to match it to a profile. In our case, since we are using a white-listing of
devices based on endpoint group, we should be ready now to identify and authorize the device.

Another approach to identify devices is to use the ISE profiler service. Profiles for known devices are continually
added via a feed from the Cisco cloud. To use this feature, you need to turn on the feed services in ISE.
Navigate to Work Centers > Profiler > Feed Service to enable it.

The profiler service is more dynamic in nature, so you don’t need to whitelist the MAC address of the devices.
Rather, ISE classifies the device and adds it to the appropriate Endpoint profile. These Endpoint profiles are
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categorized based on vendor, device type, and so on, and are exposed via authorization policy conditions when
you create an authorization policy using them.

For more details, please see the ISE Profiling Design Guide: https://communities.cisco.com/docs/DOC-68156

Step 3: Create Security Groups for your loT devices, users, and systems. Choose Work Centers > TrustSec >
Components > Security Groups. Click Add to add a new security group. Enter a name, icon, and description
(optional) for the new security group. Click Submit.

et Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers
» Network Access  » Guest Access I * TrustSec l » BYOD » Profiler  » Posture  » Device Administration » PassivelD

b Overview | - Components I » TrustSec Policy  Policy Sets » SXP » Troubleshoot  Reports  » Settings

[ 1 Security Groups List > New Security G
Security Groups ¥ o ew Security Group

Security Groups
IP SGT Static Mapping

* Name

Security Group ACLs IoT_Device

Network Devices ~lcon

Trustsec AAA Servers ® L & L = o
20w af>]ae
HoE®™mM®9 4S5

Description

Example IoT Device SGT|
p

1 Propagate to ACI
Security Group Tag (Dec / Hex): 38/0026

Generation 1d: 0

‘theh+ Identity Services Engine Home » Context Visibility » Operations » Policy » Administration

» Network Access P Guest Access I * TrustSec l P BYOD P Profiler P Posture P Device Administration  » PassivelD

¥ Overview l ~ Components I b TrustSec Policy  Policy Sets  » SXP » Troubleshoot  Reports  » Setlings

Security Groups List = New Security Grou
Security Groups v P ty P

Security Groups

* Name

IP SGT Static Mapping

EmployeesSGT |

Security Group ACLs

N *lcon
etwork Devices
Trustsec AAA Servers @ m - “ = o e
&0 mEj2|>a®
oS E® 9 AL
njescriptwon |
Employee Security Group\ |
A

E Propagate to ACI

Security Group Tag (Dec / Hex): 4/0004
Generation |d: 0
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Step 4: Create an Authorization rule to match the loTMAB endpoint group and assign permissions and security
group tags. Select Work Centers > Network Access > Policy Sets. Select Default under the policy sets on the
left. Expand Authorization Policy and click the right side arrow to insert a new rule below the last active rule.

Identity Services Engine Home » Context Visibility » Operations » Policy » Administration  Work Centers

~Network Access | b GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture b Device Administration  » PassivelD

» Overview  » Identities  |d Groups  Extld Sources  » Network Resources » Policy Elements Sets » Troubleshoot  Reports  » Seftings  Dictionaries

Policy Sets Dot1X ©If Wired_802 1X OR Allow Protocols  Default Network Access and Edit | v
[ Search policy names & descriptions. p] h Wireless_802.1X
~ Default use All_User_ID_Stores
o rd X 2 Hser o
[ Summary of Policies Default Rule (If nomatch)  :  Allow Protocols : Default Network Access and use : All_User_|D_Stores Edit | v

Alist of all your policies
u Global Exceptions
& pETETeepla et

uthorization Policy

» Exceptions (1)

Default Policy Set
i Standard
ave Order Reset Order

Status Rule Name Conditions (identity groups and other condifions) Permissions

Wireless Black List Default Blacklist Wireless_Access Blackhole_\Wireless_Access Edit| =
Profiled Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones Edit |«
Profiled Non Cisco IP Phon Non_Cisco_Profiled_Phones MNon_Cisco_|P_Phones

es

Employee AD1:ExternalGroups EQUALS cisco- EmployeesSGT PermitAccesy

Edit Ly
x.com/Users/Employee Insert New Rule Above

Compliant_Devices_Access Metwork_Access_Authentication_Passed PermitAccess [InseTt New Rule Belo ;b L
Compliant_Devices Duplicate Above
= N Duplicate Bel
i # @ Employes EAP-TLS Wireless_802.1X BYOD_is_Registered PermitAccess BYOD uplicate Below

EAP-TLS MAC_in_SAN
ra @ Employee_Onboarding Wireless_802.1X EAP-MSCHAPVZ NSP_COnboard BYOD

Step 5: Give the rule a name, and then select the endpoint identity group.

Employee AD1:ExternalGroups EQUALS cisco- EmployeesSGT PermitAccess Edit| =
x comiUsers/Employee

i IoTMAB i| any = |04 Condition(s) <p |then| Avthz Pr.. <3 | Done
P @ Compliant_Devices_Access T [Ne Edit |+
i | Any = qp
i @ Employee_EAP-TLS Win Identity Groups Endpoint Identity Groups
o @ Employee_Onboarding Wi
P4 @ WiFi_Guest_Access Gui
Es @ Wi Wirg — i
: Fi_Redirect_to_Guest_Logi User Jgenbiy Groups
n Z Endpofat Identity Groups » o GuestEndpoints
I @ AD Users Al rermEroTrTnpr Two RO Tt B RegisteredDevices
- ¥ comiUsers/Domain Users @ Unknown
| Profiled >
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Step 6: Select a compound condition from the library for Network_Access_Authentication_Passed.

loT Threat Defense Design Guide for Manufacturing | Implementation

Identity Services Engine (ISE)

EmployeesSGT AND PermitAccess

| #[1oTMAB <F |and [ Select Condition E&" Authz P &p

May 2018

Edit| ~

Daone

Compound Conditions

( =)

Metwork_Access_Authenticatio @

Catalyst_Switch_Local_Web_Al

)\.caa

ork_Access_Authentication_Passed

Wireless_H

Compliant_Devices

> Employee AD1:ExternalGroups EQUALS cisco- then
. x.com/Users/Employee
i 7@~ |0mMmB
i # @ Compliant_Devices_Access [E) Add All Conditions Below to Library
V. @ Employee_EAP-TLS Condition Name Description
Select Condition [ l
e @ R (ORI Authorization Conditions
4 @  WiFi_Guest_Access
s @ W
N Fi_Redirect_to_Guest_Logi
n
i # @ ADUsers DT AT TOTR
N x.com/Users/Domain 2
@ Basic_Authenticated_Acces Metwork_Access_Auth
[
Default o matches, then De

=y

Guest_Flow

EAP-MSCHAPVZ

Step 7: Assign the standard permissions to Permit Access.

EmployeesSGT AND PermitAccess

Employee AD1:ExternalGroups EQUALS cisco- then
«.com/Users/Employee
IoTMAR | i |oTmaB <5 |and | Metwork_Acc..  <p | ien| AuthZ Pr..
Compliant_De

|Select an item

e =<

Employee_EAR

Employee_Oni
Wi-Fi_Guest_A

Wi-
Fi_Redirect_to,
n

ﬁoﬁ le

BYOD
[ ,Q] Standard
G- |=- . | L)
Secunity Groy, 3 ar E v ‘1‘3‘}-
[:1 Standard » I @ Blackhole_Wireless_fccess:

@ Cisco_IP_Phones

AD Users
Basic_Authenticated_Acces

5
Default

(e
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Edit
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Edit

Edit
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Identity Services Engine (ISE)

Step 8: Click the “+” and assign the security group tag as the second permission. To finish editing, click Done
and Save.

ra Employee AD1.ExternalGroups EQUALS cisco- EmployeesSGT PermitAccess Edit |«
% .com/Users/Employee

i o B - | 10TMAB | ] 1oTmAB <p |and | Network Acc...  <p |ien| Autnz Pr.. =

i # @ Compliant_De —
[Permitaccess )] and .-_-.E
= ar

Employee_EAH . BYOD it «
s @ ployee |Select an item [ Eat
# @ Employee_Ony Profile RN Edit] ~
Security Group
# @ WiFi_Guest A ( L) 0 ) Edit | »
= fraz] Fe)
;B W = - — . Edit| »
Fi_Redirect_to] l & Secunity Group R arE oy
= —
| Standard ¥ @ IoT_EBuilding_Lightning_Sys =
# @  ADUsers ~D=TeTTTET . Edit |~
w_com/UsersiC - =
@ Basic_Authenticated_Acces Metwork_Acce Edit |+
s
Default Edit | =

— (4 1oT_Health_Mon_sys
Reset |
I 2 10T _Health_Recording_Sys

Repeat Steps 4 through 8 to add an authorization policy for dot1x authenticated users of a specific user identity
group that would need access to the loT devices. ISE supports internal and external identity stores for validating
users such as Active Directory, LDAP, ODBC, and so on.

The dot1x authenticated user group in this example is verified against Active Directory. After specifying the
identity, assign an appropriate SGT and access policy.

Employee AD1:ExternalGroups EQUALS cisco- EmployeesSGT PermitAccess Edit| »
#.comilsers/Employee
loTMAB loTMAB PermitAccess loT_DeviceSGT Edit |

Network_Access_Authentication_Passed

NOTE:

For details how to add an external identity store and use that in authentication/authorization
policies, visit:

https://www.cisco.com/c/en/us/td/docs/security/ise/2 -

2/ise active directory integration/b ISE AD integration 2x.html
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Step 9: Add switches, firewalls and routers to ISE that will authenticate devices and users. Select Work Centers
> Network Access > Network Resources > Network Devices. Click Add. Enter the name, IP address, and
description (optional). Set the RADIUS shared secret, which will be the password used in the network device
configurations.

Home b ConfextVisibiity ~ » Operations b Policy b Adm

~Network Access | » GuestAccess b TrustSec  » BYOD ) Profiler  » Posture  » Device Adminisiration b PassivelD
» Overview b Identiies  Id Groups  Extld Sources | ~ Network Resources |» Policy Elements ~ Policy Sets  » Troubleshoot ~ Reports b Seftings  Dictionaries
o

Metwork Devices List > TE4K-CAMP-2

Network Devices
Device Groups

i ——
Default Device -
pescrpn
Extemal RADIUS Servers

(" 1P Address: [ 109.255.17 !

RADIUS Server Sequences

Gy

External MDM Servers

* Device Profile g Cisco ~ &

Software Version :I

* Network Device Group

Device Type [all Device Types & | [ Set To Default |

IPSEC o © | [ setToDefaut |

Location [l Locations © ] [ setToDefault |

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

* Shared Secret

(CShow |

e | set To Default |

RADIUS DTLS Settings
DTLS Required [J
Shared Secret |radius/dtis i

Step 10. Scroll down and set the TrustSec device ID to use the device name. Set the password to be used for
authentications. Click Save.

s Engine Home  » ContextVisbilty ~ » Operations  » Policy  » Administration jork Centers

~Network Access | » GuestAccess > TrustSec  » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD

» Overview b Ideniities Id Groups  Exild Sources  ~Nebwork Resources  » Folicy Elements  Policy Sefs  » Troubleshoot  Reports  » Sefings  Dictionaries
@ | SNUP Setiings

Network Devices ~ Advanced TrustSec Settings
Device Groups.

Default Device ~ Device Authentication Setti

External RADIUS Servers
Use Device |D for TrustSec Identif

RADIUS Server Sequences
Device 1d_| JEgiccamp-2

(et [ ] (0]

External MDM Servers

+ TrustSec Notifications and Updates

* Download environment data every
* Download peer authorization policy every
* Reauthentication every 7
* Download SGACL lists every
Other TrustSec devices to trust this device

Send configuration changes to device Using @ CoA O CLI(SSH)
Ssh Key

+ Device Configuration Deployment

Include this device when deploying Security
Group Tag Mapping Updates

Device Interface Credentials

* EXEC Mode Usemame
* EXEC Mode Password Show

Enable Mode Password Show

w Out Of Band (QOB) TrustSec PAC

lssue Date |15 Jul 2017 00:40:03 GMT
Expiration Date 13 Oct 2017 00:40:03 GMT
lssued BY | Network Device

(Generate PAC |
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AAA Switch Configuration

Each switch must be configured to communicate with the ISE AAA server for authorizing 10T devices, users, and other
systems. A best practice is to do this end-to-end across the company, enabling the most comprehensive view of what
is connected to the network.

Identity Services Engine (ISE)

The following configurations are performed via the command line interface (CLI) of the device for simplicity and
consistency across a broader range of similar devices.

CONFIGURE RADIUS AUTHENTICATION, AUTHORIZATION, AND ACCOUNTING

Step 1: Enter configuration mode. At the global level, specify the interface with the IP address configured in ISE
that will be used to source authentication requests. Enable AAA.

ip radius source-interface Loopback0

aaa new-model

aaa authentication login default local
aaa authorization exec default local
aaa session-id common

Step 2: Configure the following RADIUS server attributes.

radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-reqg
radius-server attribute 25 access-request include
radius-server dead-criteria time 5 tries 3

Step 3: Configure the RADIUS Server, IP address, and shared secret that was entered in ISE.

radius server ISEOQI
address ipv4 10.9.10.51 auth-port 1812 acct-port 1813
pac key Ciscol234

Step 4: Configure the AAA group name for RADIUS and specify the server created in Step 3.

aaa group server radius ISE
server name ISEQO1

Step 5: Configure the default authentication, authorization, and accounting to use the group created in Step 4.

aaa authentication dotlx default group ISE

aaa authorization network default group ISE

aaa accounting update periodic 2880

aaa accounting dotlx default start-stop group ISE
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Identity Services Engine (ISE)

Step 6: Enable ISE to automatically send policy updates to the switch when there is a change of authorization
(COA). Enter the password specified in the ISE device configuration for Advanced TrustSec settings. This
facilitates a bounce, re-authentication, or disabling of a switch port.

aaa server radius dynamic-author
client 10.9.10.51 server-key Ciscol234

Step 7: Globally enable port-based authentication.

dotlx system-auth-control

Step 8: Globally enable device tracking. This facilitates including the device IP address in RADIUS requests to
ISE for authentication, enabling TrustSec IP-to-SGT mapping.

ip device tracking

Step 8b: For newer switch software versions, the ip device tracking command has been deprecated and
functionality replaced with device-tracking. Enable tracking and create a policy that will later be applied to
the switch interfaces.

device-tracking tracking
|

device-tracking policy IPDT
tracking enable

NOTE:

For more information on IPDT best practices and workarounds, please visit:
https://www.cisco.com/c/en/us/support/docs/ip/address-resolution-protocol-arp/118630-
technote-ipdt-00.html

Step 8c: For switches with operationally critical systems, bounce and disable commands can be overridden and
ignored with these configurations.

authentication command bounce-port ignore
authentication command disable-port ignore

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec usr aaa/configuration/15-sy/sec-usr-aaa-
15-sy-book/sec-rad-coa.html

ENABLE PORT AUTHENTICATION PER PORT

On the switch, the following configurations enable port-based authentication and IP device tracking. Configure each
interface that will have an endpoint device connected. The dot1x method offers a secure way of authenticating users
and mobile devices/workstations that have supplicant software. This software opens a secure communication session
from the device to ISE. MAB is used for devices that do not have supplicants such as controllers, cameras, printers, and
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other legacy loT devices in operation. It is desirable in many deployments to be able to disconnect a device and
connect an employee or vendor system for testing. To support this functionality both MAB and dot1x can be enabled.
For MAB and dot1x methods to co-exist and function as expected, the order and priority must be properly specified, as
referenced in this application note:

Identity Services Engine (ISE)

Configuring MAB http://www.cisco.com/c/en/us/products/collateral/ios-nx-o0s-software/identity-based-networking-
service/application note ¢27-573287 html

Step 9: Add the following configurations to each device interface:

interface range GigabitEthernetl/0/1-24
device-tracking attach-policy IPDT

authentication event fail retry 0 action next-method
authentication host-mode multi-auth

authentication order mab dotlx

authentication priority dotlx mab

authentication port-control auto

mab

dotlx pae authenticator

NOTE:

The port-control auto command is what activates enforcement, and can be added or
removed for testing. Alternatively, authentication open enables monitor mode and could
be used to test implementations without disrupting active operations.
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Configuring TrustSec throughout the company involves several steps. First, define policies for which assets are allowed
to communicate to other assets. These assets are the source and the destination of data traffic. An asset can be a
group or a single entity based on how it is categorized. An SGT is given to these assets to classify them into categories.

Policies that use these security group categories are created separately in both ISE and firewall policy managers (e.g.,
Firepower Management Center, ASA Security Device Manager, Cisco Security Manager). After the desired policies are
defined, each system is configured to share the SGT-to-IP address mappings information using the Security Exchange
Protocol (SXP). Some environments, such as those with Industrial Ethernet Switches, require inline tagging of packets in
addition to participation in SXP. Inline tagging modifies each packet, and adds the appropriate SGT. This information is
then used for policy decisions by the next connected device as long as it trusts the tagged packets it receives.
Enforcement is enabled on switches and firewall interfaces.

Sharing security information between multiple products means that IT security teams can find answers faster, without
having to conduct lengthy and time-consuming investigations. So when a threat is detected, all of the technologies you
see here work together to provide rapid threat containment. ISE is instructed to contain the infected endpoint either
manually or automatically. This containment can involve moving the device to a sandbox for observation, moving it to a
remediation domain for repair, or removing it completely. ISE then automatically updates the endpoint’s access policy to
one that’s more restricted, effectively quarantining the endpoint from the network. The device can then be remediated
or completely blocked from accessing the network.

The Cisco Platform Exchange Grid (pxGrid) provides a secure channel for Cisco and non-Cisco products to gather
contextual information from ISE, and send specific instructions to ISE (e.g., to quarantine a device). For threat
containment, it is essential to enable pxGrid services in ISE, and allow ISE-to-Firepower and ISE-to-Stealthwatch
communication to happen.

Steps to install pxGrid can be found in the following guides;

e Rapid Threat Containment Design guide: https://communities.cisco.com/docs/DOC-68293
e How to Integrate Firepower and ISE via pxGrid: https://communities.cisco.com/docs/DOC-70354

The latest TrustSec Platform Capability Matrix can be found here:

https://www.cisco.com/c/en/us/solutions/enterprise -networks/trustsec/solution-overview-listing.html

ISE - TrustSec Policy Matrix

The communications controlled by the ISE policy matrix, and enforced by switches, are unidirectional and not stateful,
so consideration must include both requests and replies for proper symmetry and expected functionality. Enforcement
happens when packets exit the access switch port with the destination device/security group attached.

ISE with TrustSec is ideal for implementing security at the switch level between I0oT devices on the same switch, within
or between cells, and creates the desired segmentation throughout the Industrial zone.
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The TrustSec Policy Matrix (Work Centers > TrustSec > TrustSec Policy > Matrix) is a visual table showing source and
destination security groups as rows and columns. Edit the policy cell to deny or restrict communication between groups.
The default is to permit communication.

“aiehs Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access b GuestAccess | ~TrustSec ) BYOD b Profiler b Posture  » Device Administration b PassivelD

~TrustSec Policy

b Qverview  » Components Policy Sets » SXP  » Troubleshoot Reports b Settings

~ Egress Policy Production Matrix M Populated cells: 34 Filter
e ——— J Edt =Add | M Clear v () Deploy | @ Monitor All - Off  @aImport @uExport |[EE Viewlg | Show| |oT-Testing v
a8 : :
g : 5
5] = = = £
£ & % g i
2 ]
SENEDIEE Destination » < %I . H = ] E w
E z =
Destination Tree 2 g £ s 3 a = £ = 2 =
£ E = g = 5 = 3 = 2 8
5 5 = 2 = ) 3]
MNetwork Device Authorization
Source = ? L] a2 = @ @
‘? Unknown

&3 OTHER_UNTAGGED
37/0025

M3 EmployeesSET
40004

o 10T_DeviceSGT
20/0014

(@D Network_Service...
3/0003

@ Quarantined_Sys...
255/00FF

P
Default @ Enabled SGACLS : Permit IP Description : Default egress rule

%

In this example, the Operations Employees are able to communicate with the loT devices, but the 0T devices are not
able to communicate with each other.

NOTE:

The matrix can be filtered to show only the groups you need to work with if desired
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Step 1: Edit the policy to permit communication between the 10T devices. Click on the cell, click the pencil icon
in the top right of the cell, select a security group access control list (SGACL) or change the Final Catch All
Rule. Secure Group ACLs allow you to granularly open or block specific ports and protocols; however, in this
example we are going to allow all IP communication by changing the Final Catch All Rule to Permit IP. Click
Save.

Edit Permissions...

Source Security Group  IoT_DeviceSGT (20/0014)
Destination Security Group  IoT_DeviceSGT (20/0014)

Status

Enabled -

Description

Assigned Security Group ACLs

Select an S

inal Catch All Rule | peny Ip |~
Deny IP
Mone

Permit IF
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Step 2: After completing the policy changes, click the Deploy button, then the push button in the notification
area. Click OK to acknowledge the CoA notifications.

The TrustSec Policy matrix also allows you to stage the configuration to a set of devices first, to see the impact
of the change before deploying to a production device.

il dentity Services Engine Home + Context Visibility » Operations + Policy + Administration ~Work Centers
b Network Access b GuestAccess | ~TrustSec | » BYOD b Profiler b Posture b Device Administration b PassielD | ‘l
Completed sending 7 TrustSec CoA
» Overview  » Components = TrustSec Policy  Policy Sets  » SXP » Troubleshoot ~ Reports  » Seftings notifications to 7 relevant network m
— |
o devices
~ Egress Policy Production Matrix - Populated cells: 34 ‘ ‘ @
] I
e JEdt deadd | M dear @ Monkor All-OF | @sImport  @=Exmort |B  There are TrustSec configuration
g changes that has not been notified to :
Matriz = - network devices. To notify the relevant
=3 o} . |
= 2 network devices about these changes -
SEEUES Destination® ¢ 5 & = T e —— £ o
- H « - 5 = E o g 5
Destination Tree = z = 2 = = = = £ =
E=] r = 5 = o= = =] = =
5 & & E = 2 = 2 & 3
Network Device Authorization
Source = ? 2 a2 o @ @
-
7 Unknown
-
&3 OTHER_UNTAGGED
37/0025
- -
A3 EmployeesSGT
4/0004
- v -
ey [0T_DeviceSGT
20/0014
e

If the destination device is connected to a switch without TrustSec enforcement enabled,
communication is not blocked, even if a policy is configured to do so, and every other switch in the path
is configured for TrustSec enforcement. Only the egress switch port with TrustSec enabled performs
enforcement (the switch to which the device is connected). Reply traffic may be blocked when
returning to the source device if specified in the policy.
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The final part of segmentation for our three business use cases is sharing the information necessary to identify the flows
across each network device traversed. This information consists of the security groups known by their tags (SGTs) and
the device IP addresses that are contextually linked to the identities used to authenticate to ISE.

TrustSec

Security Group Tag (SGT) Exchange Protocol (SXP) is used to propagate the SGTs to these network devices. SXP is
used to transport an endpoint's SGT along with the IP address from one SGT-aware network device to another. The
data that SXP transports is called as IP-SGT mapping. The SGT to which an endpoint belongs is assigned statically or
dynamically, as we did in ISE, and is used by the network policies.

SXP uses TCP as its transport protocol to set up an SXP connection between two separate network devices. Each SXP
connection has one peer designated as SXP speaker and the other peer as SXP listener. The peers can also be
configured in a bi-directional mode where each of them act as both speaker and listener. Connections can be initiated
by either peers, but mapping information is always propagated from a speaker to a listener.

As described in the architecture section, SXP is set up in a hub-spoke fashion with all network devices peering to the
ISE server for SXP. If you have firewalls between your switches and the ISE server, special configurations must be
added to permit SXP through both FTD and ASA Firewalls.

Policy Exceptions in ASA to Allow SXP

An SXP connection stays in the initializing state among two SXP peers interconnected by the ASA; as shown in the
following example:

(SXP peer A) - - - - (ASA) - - - (SXP peer B)

Therefore, when configuring the ASA to integrate with Cisco TrustSec, you must enable the no-NAT, no-SEQ-RAND,
and MD5-AUTHENTICATION TCP options on the ASA to configure SXP connections. Create a TCP state bypass policy
for traffic destined to SXP port TCP 64999 among the SXP peers. Then apply the policy on the appropriate interfaces.

The following set of commands shows how to configure an ASA for a TCP state bypass policy using the CLI:

access-list SXP-MD5-ACL extended permit tcp host peerA host peerB eq 64999
access-list SXP-MD5-ACL extended permit tcp host peerB host peerA eq 64999

tcp—-map SXP-MD5-OPTION-ALLOW
tcp-options md5 allow OR tcp-options range 19 19 allow

class-map SXP-MD5-CLASSMAP
match access-list SXP-MD5-ACL

policy-map type inspect dns preset dns map
parameters
message-length maximum 512
policy-map global policy
class SXP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW
set connection advanced-options tcp-state-bypass
service-policy global policy global

For more information, please visit:
http://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/firewall/asa-96 -firewall -
config/access-trustsec.html
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Policy Exceptions in FTD to Allow SXP

In FTD, the following high-level steps outline how to create a Flex-config modification to the firewall enabling the SXP
protocol through.

TrustSec

1. Create network objects (networks and protocols)
2. Create Extended ACL

3. Create Flex-config object

4. Add Flex config object to FTD Device

The following details the outlined steps. First, add objects for Extended Access List permitting port 64999 to all
appropriate Switch IPs and ISE. In this example, we created a network object for the lab IP block.

Step 1: Starting in FMC, navigate to Objects > Object Management > Network. Click the Add Network > Add
Object button in the upper right. Enter a Name, Description, and Network. Click Save.

New Network Objects

ormat: ipaddr or ipaddr/len or
range (ipaddr-ipaddr)
o

Allow Overrides:

Step 2: Navigate to Objects > Object Management > Port. Click the Add Port > Add Object button on the upper
right. Enter the Name SXP, select TCP, and enter 64999 for the Port. Click Save.

New Port Objects

protocol: ® TCP |0 ube (O icMp () 1Pve-ICMP () Other | All
Port: 64999

Allow Overrides: [
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Step 3: Navigate to Objects > Object Management > Access List > Extended. Click the Add Extended Access
List button in the upper right.

May 2018

Overview Analysis Policies Devices

Object Management

Intrusion Rules

() Add Extended Access List ‘
i Network -

§ Filter

}, System Help ¥ bmcgloth v

#port
slnterface
4 Tunnel Zone
J:jApplication Filters
% VLAN Tag
@urRL
Geulucatiun
4 Variable Set
4 g}a Security Intelligence
g}i Metwork Lists and Feeds
,Q DNS Lists and Feeds
@ URL Lists and Feeds
@sinkhole
File List
g Cipher Suite List
4 £] pistinguished Name
E Individual Objects
lé(}bject Groups
b L2 PKL
u'ESLA Monitor
4 | Prefix List
|5 1Pv4 Prefix List
|5 IPv6 Prefix List
¢/ Route Map
4 [ Access List

istandard

Lﬁ Extended
3

ﬂ Community List

Step 4: Enter a Name. Click Add to start creating the access list entry.

New Extended Access List Object

? X
Name: SXP-MD5-ACL

+ Entries

No records to display

Allow Overrides: (]

Save | l Cancel J
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Step 5: Select the proper network object you created earlier, and click Add to add the objects to the source
and destination networks as appropriate for your environment. Click on the Port tab.

Add Extended Access List Entry ? X

Action: | o Allow |v |

Logaing: | Default v |

Log Level: | Informational v |

Log Interval: 300 Sec.

Available Networks & (%] Source Networks (1) Destination Networks (1)

|--§ Search by name or value | h-j- LabIP E| h-_'-] LabIP E[

e ——

8 IPv4-Private-10.0.0.0-8
8 IPvd-Private-172.16.0.0-12

Add to |
8 IPv4-Private-192.166.0.0-16 Source
B 1Pv4-Private-All-RFC19158 1 Add to
:j_ IPv6-1Pv4-Mapped | Destination )

8 1Pv6-Link-Local
@ IPy&-Private-Unigue-Local-Addresses

Enter an IP address | Add | Enter an IP address | Add

l Add J l Cancel J

Step 6: Select the SXP port from the list of available ports, click Add to Destination. Click Add to complete the
access list entry.

Add Extended Access List Entry ? X

Action: |¢‘ Allow |v ‘

Logging: | Default hd ‘

Log Level: | Infermational v ‘

Log Interval:

O o

Available Ports & @ Selected Source Ports (0) Selected Destination Ports (1)
|-_¢ Search by name or value | any é:" SXP E‘

& SMTP
47 sMTPS
& snmp

é}’ TCP_high_ports
& TELNET
F°TFTR

f Yahoo_Messenger_Messages

. Protocol | TCF (5) v Purtl:l' add | Protocol | |+| port| |ﬂj

Add Cancel J
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Step 7: Navigate to Objects > Object Management > FlexConfig > FlexConfig Object. Click the Add FlexConfig
Object button in the upper right. Enter a Name. Paste in the configs for the tcp-map, tcp-options, and class-
map.

tcp-map SXP-MD5-OPTION-ALLOW
tcp-options md5 allow multiple

class-map SXP-MD5-CLASSMAP

match access-list Sacl

Click on Insert to assign the extended access list created in Step 4 as a variable: Sacl. Paste in the global
policy-map with the special connection options.

policy-map global policy
class SXP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW

Click Save.

Edit FlexConfig Object 7?7 X

MD35-TCP-MAP-SXP

Description: Allow the MDS TCP option for multiple instances Disable TCP Sequence Randomization which breaks the MD5 checksum

@ Insert = I El | Show Password: v Deployment: | Everytime v | Type: |Append v

tecp-map SX D5-0OPTION-ALLOW
tcp-options 5 2llow multiple

class-map SXP-M CLASSMAP
match access-list

policy-map global_ peclicy
class SXP-MD5-CLASSMAP

set connection random-sequence-number disable
get connection advanced-options SXP-MD5-OPTION-ALLOW

Variables

SINGLE SXP-MD5-ACL EXD_ACL:SXP-... false

Cancel
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Step 8: Create a new FlexConfig policy for the devices in the network. Navigate to Devices > FlexConfig. Click
the New Policy button in the upper right.

Deploy System Help v bmcgloth v

Overview Analysis Policies Objects | AMP )

Device Management NAT VPN QoS Platform Settings I FlexConfig Certificates
w2} Mew Policy

| FlexConfig Policy ‘ Status | Last Modified

Step 9: Enter a Name and optional description. Select the device from the available devices and click the Add
to Policy button. Click Save.

MNew Policy ? X

Mame: SHP

Descri

Targeted Device

Select devices to which you want to apply this policy.
Available Devices Selected Devices

-, Search by name or value 5=l FTD-CAMP-HA a

| Save | | Cancel |
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Step 10. Select the newly defined FlexConfig from the menu on the left, and click the arrow to add it to the
policy. Click Save in the upper right, then click Preview Config to check the results.

Deploy System Help v bmecgloth v

Overview Analysis Policies JISUla=Cl Objects = AMP

Device Management NAT VPN QoS Platform Settings FlexConfig Certificates —
Allow SXP through FTD

[¥] Policy Assignments (1)

Available FlexConfig & | () FlexConfig Object | ™| Selected Prepend FlexConfigs

= # Name Description

"/ User Defined

] Default_inspection_Protocol_Disable
Selected Append FlexConfigs
[£] Defauit_Inspection_Protocol_Enable A u

[l Eigrp_configure * Name Description

[] Eigro_Interface_Configure : MDS5-TCP-MAP-SXP VB
] Eigrp_unconfigure

] Eigrp_Unconfigure_all

[£] 1515_Configure -

Step 11: Click Deploy to install the new configs in the firewalls.

SXP through the firewalls should now connect and function properly. Connectivity can be verified by checking the SXP
connections table in ISE if peers have already been configured.

More information on FlexConfig can be found here:

http://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/quide/fpmc-config-guide-
v62/flexconfig policies.html
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Configure SXP Device Peers in ISE

Each SXP connection has one peer designated as SXP speaker and the other peer as SXP listener. A best practice is to
configure them in bidirectional mode where each of them act as both speaker and listener. Connections can be initiated
by either peers, but mapping information is always propagated from a speaker to a listener.

This design uses the best practice model of implementing SXP in a hub-and-spoke design between the ISE PSNs and
each switch/firewall. The alternative of configuring device-to-device SXP relationships can be prone to
misconfigurations during deployment, possibly causing loops.

To view the SXP peer devices that are added to Cisco ISE, choose Work Centers > TrustSec > SXP > SXP Devices.
Add network devices to ISE that will communicate with SXP.

Step 1: Starting in ISE, navigate to Work Centers > TrustSec > SXP > SXP Devices.

.'c'.'sEL' Identity Services Engine Home » Context Visibility » Operations » Policy » Administration + Work Centers

» Network Access P Guest Access | * TrustSec l » BYOD » Profiler P Posture b Device Administration b PassivelD

» Overview  » Components » TrustSec Policy  Palicy Setsb Troubleshoot  Reports  » Settings

I SXP Devices SXP Devices

. 0 Selected Row
All SXP Mappings

I Trash~ & Edit Assign SXP Domain

> Refresh |
~

Name _ IP Address Status Peer Role Passw... Nego

S-CAMP-4 10.9.255.20 PENDING_ON  BOTH DEFAULT

IE4K-CAMP-1 10.9.255.16 ON BOTH DEFAULT V4
ISAZK-CAMP-1  10.9.96.115 ON LISTENER DEFAULT V3
S-CAMP-6 10.9.255.19 ON BOTH DEFAULT V4
IESK-CANMP-1 10.9.255.18 ON BOTH DEFAULT V4
S-CAMP-2 10.9.96.105 ON BOTH DEFAULT V4
ASAv-VPN 10.9.30.10 ON LISTENER DEFAULT V3
IE4K-CAMP-2 10925517 ON BOTH DEFAULT V4
S-CAMP-5 10925521 ON BOTH DEFAULT V4
R-CAMP-2 10.9.255.33 ON LISTENER DEFAULT V4

NOTE:

If the corresponding network device has not been configured for SXP communication yet, the
status will show as PENDING_ON. The Peer Role for switches that do not support BOTH should
be set to LISTENER

Step 2: Click the Add button at the top of the list.
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Step 3: Enter the Name, IP address, Peer Role, PSN, and Password for each switch or firewall that will connect
to ISE using SXP. Click Save.

SAF Devices = SXP Connection

» Upload from a CSV file

~ Add Single Device

Input fields marked with an asterisk (*) are required.

name IE4K-CAMP-1

IP Address * 10.9.255.16

PeerRole* | BOTH

Connected PSNs ™ | | =520 |

SXP Domain * default -
Status * | Enabled

-
-

Password Type * DEFAULT

Password

Version * V4 -

» Advanced Settings

NOTE:

The SXP global default password can be specified instead of different device specific
passwords. To set the Global Password, navigate to Work Centers > TrustSec > Settings > SXP
Settings.

If the device does not support the Peer Role of BOTH, configure the device Peer Role as
LISTENER in ISE.

Repeat these steps for each SXP switch, router, and firewall in the network.
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Configure TrustSec and SXP on Network Devices

The following example shows how to enable SXP and to configure an SXP peer connection between the ISE PSN, the

speaker, and a switch or ASA, the listener.

Step 1:

Specify the Cisco TrustSec device ID and password for this switch to use when authenticating with ISE

and establishing the PAC file. This password and ID must match the ISE Network Devices configuration
specified earlier. At the device command line enter:

Step 2:

Step 3:

Step 4:

BOTH, configure the peer as SPEAKER as shown below. This will match the hub-and-spoke design, and how

switch# cts credentials id {switch ID} password Ciscol23

NOTE:

Make sure the switch ID and password are the same as configured in ISE TrustSec

In Configuration mode, first enable Cisco TrustSec SXP before you can configure peer connections.

cts sxp enable

As a best practice, specify the source IP address and configure a default password.

cts sxp default source-ip {loopback or interface IP}
cts sxp default password Ciscol23

NOTE:

If a default SXP source IP address is not configured and you do not configure an SXP source
address in the connection, the Cisco TrustSec software derives the SXP source IP address
from existing local IP addresses. The SXP source address might be different for each TCP
connection initiated from the switch.

Configure the SXP peer connection to the ISE PSN. If the device does not support the peer mode

the ISE-side SXP setting was configured earlier.

Step 5:
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This displays detailed information about the SXP status and connections.

IE4K-CAMP-2#sh cts sxp connections

SXP : Enabled

Highest Version Supported: 4

Default Password : Set

Default Source IP: 10.9.255.17

Connection retry open period: 120 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer-Sequence traverse limit for export: Not Set

Peer-Sequence traverse limit for import: Not Set ----————----"-"-"-""""""""-"-"-——-

Peer IP : 10.9.10.51

Source IP : 10.9.255.17

Conn status : On (Speaker) :: On (Listener)

Conn version : 4

Conn capability : IPv4-IPv6-Subnet Speaker Conn hold time : 120 seconds
Listener Conn hold time : 120 seconds

Local mode : Both

Connection inst# : 1

TCP conn fd : 1 (Speaker) 2 (Listener)

TCP conn password: default SXP password

Keepalive timer is running

Duration since last state change: 19:03:19:52 (dd:hr:mm:sec) :: 19:03:19:28
(dd:hr:mm:sec)

Total num of SXP Connections = 1

TrustSec Testing Commands

e show cts environment-data
e show cts pac
e show cts sxp sgt-map brief
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Enable TrustSec Enforcement

Within the plant, using TrustSec for segmentation is a cost-effective and scalable alternative to a static VLAN method,
to protect the loT systems within and between cells at layer 1 and 2 of the Purdue model; for example, a flat network in
a single cell where all devices are on the same VLAN and use static IP addressing on the same subnet, yet can be fully
segmented using TrustSec Security group tags and the policy provided by ISE as shown in Figure 15.

TrustSec

Figure 15 - TrustSec policy to Enforcement

Production Matrix =] Popuiated cells: 53 ' _@_ Cell/Area Zone
JEdt eadd | Mear - ) Duploy | Mcamce Al-Off  geimport guBpot B View = Show| 10T Segmentation .
B £ £
Destination » E . ] .
g g B E 8
= 5 % 5 %
Source » @ - o
() ContractorsSGT
510005
i IoT_Control_Mig
25/0019
B oT_Monice_Mig

Controller Controller Contractor

26/0017 SGT25 SGT26E SGT25 S5GTH

The following configurations add enforcement capabilities to the switches.

Step 1: Configure the switch to use RADIUS authorization for all network-related service requests (the ISE
group was created earlier in this guide).

aaa authorization network cts-list group ISE

Step 2: Specify TrustSec AAA server group for cts authorizations.

cts authorization list cts-list

Step 3: Specify the SGT for the switch to use for its own traffic.

cts sgt 2

Step 4: Enable role-based enforcement globally and per VLAN.

cts role-based enforcement
cts role-based enforcement vlan-list 115-117
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TrustSec enforcement on Industrial Ethernet 4K and 5K switches works only for directly connected devices, and for
packets that include the SGT information when received and trusted. This is because SXP learned mappings are not
able to be used for enforcement on these platforms. To segment communication within and between cells in a plant,
the switches must also be configured for inline tagging to have enforcement function as desired. By tagging the packets
being sent to these switches from upstream or downstream adjacent switches or firewalls, comprehensive enforcement
can be achieved. To enable inline tagging, IP routing must first be enabled.

Steps 5-10 describe how to enable inline tagging on Industrial Ethernet switches as well as older Cisco Catalyst
switches.

Step 5: Enable routing globally on the switch (requires software other than LAN Base).

IE4K-CAMP-2 (config) #ip routing

Step 6: Before enabling inline tagging on switch interfaces, the SDM mode must also be changed to routing.
Check the current mode using the show sdm prefer command.

IE4K-CAMP-2#sh sdm prefer

The current template is "default" template.

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 16K
number of IPv4 IGMP groups + multicast routes: 1K
number of IPv4 unicast routes: 18K
number of directly-connected IPv4 hosts: 16K
number of indirect IPv4 routes:
number of IPv6 multicast groups:
number of IPv6 unicast routes:
numpber of directly-connected IPv6 addresses:
number of indirect IPv6 unicast routes:
number of IPv4 policy based routing aces:
number of IPv4/MAC gos aces:
number of IPv4/MAC security aces:
number of IPv6 policy based routing aces:
number of IPv6 gos aces:
number of IPv6 security aces:

o N
=

.125k
.875k
.875k

OO O P HFPOOOoOOo

Step 7: If the SDM mode is not set to “routing”, enter configuration mode and enter the following global
command:

sdm prefer routing

After entering the command, you will receive the following notification:

Changes to the running SDM preferences have been stored, but cannot take
effect until the next reload.
Use 'show sdm prefer' to see what SDM preference is currently active.
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Step 8: Save the switch configuration and reload the switch.

#Copy running-config startup-config
#reload

Step 9: After the switch has reloaded, enable manual TrustSec tagging for uplinks. Enable propagation of
leaned SGTs (default) and manually tag unknown traffic with a defined SGT, and trust tagged packets received.

interface GigabitEthernetl/16
cts manual

propagate sgt

policy static sgt 37 trusted

In this case, “trusted” indicates that ingress traffic on the interface should not have its tag overwritten.
NOTE:

In ISE, an SGT should be created to identify untagged traffic that may transit between systems.

Create an SGT for OTHER_UNTAGGED traffic when doing inline tagging; in our example, tag 37 was
dynamically assigned from the ISE pool. Add new Security Groups by navigating in ISE to Work Centers >
TrustSec > Components > Security Groups.

Step 10: TrustSec enforcement happens on the egress port of the switch with attached IoT device, so
enforcement should be disabled on switch-to-switch and uplink trunk port interfaces. The following example
disables role-based enforcement:

interface GigabitEthernetl/16

switchport trunk allowed vlan 115-117
switchport mode trunk

ip flow monitor StealthWatch Monitor input
cts manual

propagate sgt

policy static sgt 37 trusted

no cts role-based enforcement

TrustSec Troubleshooting Commands

show cts interface brief

show cts sxp sgt-map brief

show cts role-based counters

show cts role-based permissions

show cts role-based sgt-map all

cts refresh policy

cts refresh environment-data

show authentication interface gigabitEthernet 2/1
show mab interface gigabitEthernet 2/1 details

More help can be found in the TrustSec Troubleshooting Guide:

https://communities.cisco.com/docs/DOC-69479
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Firepower policies control flows into and out of the Industrial Demilitarized Zone as well as between Cell/Area zones.
Purdue level 3 and above, enterprise and IDMZ, the Firepower 2100 and 4100 Series provide defense in depth across
all parts of the business. Purdue level 3 and below, cell perimeter security, is best provided using devices such as the
ISA3000 or ASA5506H in these harsh industrial environments.

TrustSec

Firepower Management Center is installed and configured following the Rapid Threat Containment design guide. This
guide steps through installation, and establishing pxGrid connectivity back to ISE. For lab installation and testing, a
Certificate Authority was installed and used instead of self-signed certificates.

The Rapid Threat Containment guide can be found here: http://cisco.com/go/rtc and an additional Firepower and ISE
guide is available here: https://communities.cisco.com/docs/DOC-68292.

In this example policy, employees are able to connect to any internet URLs with the exception of categories blocked by
corporate policy (Gambling, Peer-to-Peer, Malware, and Hacking). If a system is placed in Quarantine, all outbound
web connectivity is blocked except that destined for the corporate support site “cleanme.cisco-x.com”.

pxGrid enables the use of SGTs as the traffic source, providing for a greatly simplified policy without the need to specify
networks and device IP addresses.

Now we’ll add a rule to allow loT devices to send telemetry to the corporate data lake in the cloud over HTTP and
HTTPS.

In Firepower, Management Center policies for next-generation firewalls and next-generation IPS systems are
configured under the Policies > Access Control > Access Control Policy > Default.

Step 1. Edit the existing policy by clicking on the pencil on the right, or create a new policy.

Overview Analysis m Devices Objects Deploy , System Helpv bmcgloth v
Access Control PJAccess Control Network Discovery Application Detectors Correlation Actions ¥
Object Management Intrusion Network Analysis Policy DNS Import/Export
&) New Policy
Access Control Policy Status Last Modified

Default Targeting 1 devices. 2017-11-01 07:08:54 IE ]
Default Up-to-date on all targeted devices Modified by "Firepower System" =
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Step 2. Click the Add Rule button at the top of the policy rules.

Objects | AMP

em Helpy bmcgloth v

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

Default B
Default

Prefilter Policy: Default Prefilter Poli SSL Policy: None Identity Policy: ISE

m Security Intelligence  HTTP Responses  Advanced
#8 Filter by Device

& Add Categs @ Add Rule | Searfh Rules

w Mandatory - Default (1-4)

1 Moniter_for_Unqurantine Any Any Any any any any Any FHTTP @ www.cisco.com

225 [ 5
A A A A A % irres 2 deanme.cisco-x.com @' Quarantined_Syst + Allow B Boe L&
o o o & HrTR o 3 &
2 Quarantine_Block Any Any Any A Any Any Any Any s Any @' Quarantined_Syst ¥ Block BEEBo L&
® Gambling (Any Reputation)
* Peer to Peer (Any Reputation @' EmploysessGT N
3 BlockURLs: Any Any Any Any Any Any any Any any ® Malware Sites (Any Reputati Contractors ¥ Block BB L&
® Hacking (Any Reputation) Developers
(2 more...)
@ EmployeesSGT
4 HTTP Checks Any Any Any Any Any ny ny ny TR

Any Any Any Any % brTes Any @ contractors + Allow VOhRABE L&
@' Developers
w Default - Default (5-8)

B inside % inside = any any any any A G

5 Allow Internal & ourside 8 outside & Labip & Lab1p Any Any Any Any Any Any Any  Allow A o L8

6 pingtest Any Any Any Any Any Any Any Any & 1CMP (1) Any Any + Allow BiaEo L&
& TCP (8):25

7 eMAIL In Any Any Any 2 10.9.102.31 Any Any Any Any 5 TCP (6):465 Any Any + Allow B85 o L8
i TCP (8):993

- 5 a . . A . £ TCP (6):25 . =

& eMAILOut Any Any £210.9.102.3 Any Any Any Any Any o1 (@)aes Any o Allow Br 00 £ 8

Step 3. Enter a descriptive name, specify where you want the rule to insert, and the destination ports.

Add Rule ? %

| ] Enabled Insert | below rule Vl m
N~

MName | 10T Telemetry

sction TOPATER B

Zones  NMNetworks  VLAM Tags  Users  Applications m URLs  SGT/ISE Attributes Inspection  Logging Comments
Available Ports & @ Selected Source Ports (0) Selected Destination Ports (2)
| -, Search by name or value | any éi’ HTTP ]
&° noL - 7 HTTPS &
é}’ Bittorrent

& DNS_over_TCP
/" DNS_over_UDP

&° LDap
# NFSD-TCP v Protocol TC7 (5] v Port |Enter 2 pof [ Add | Protocol | |v| Port|Enter a port|[ Add |

R =
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Step 4. Enter the URL, click Add next to the box.

Add Rule ? X

Mame | IoT Telemetry [] Enabled Insert |below rule v 4

Action |« Allow v Pl

Zones Networks  VLAMN Tags Users  Applications Ports SGT/ISE Attributes Inspection Logging Comments

Categories and URLs & (@] Selected URLs (1)
| | | () datalake.cisco-xt.com ]

Category URLs

# Any (Except Uncategorized) ad

= Uncategorized

® Abortion

® Abused Drugs

® adult and Pornography
® Alcohol and Tobacco

® Auctions

® Bot Nets

® Business and Economy W datalake.cisco-x.com

Step 5. Select the SGT group for the devices needing to send the telemetry.

Add Rule ? X

Name | IoT Telemetry Enabled Insert |below rule v 4
Action |« Allow v DA ta
Zones  MNetworks  VLAN Tags Users Applications Ports  URLs Inspection Logging  Comments
Available Attributes & Available Metadata & Selected Source Metadata (1)
| -, Search by name or value | | -4, Search by name or value | ‘: IoT_DeviceSGT ]
‘: IoT_Building_Lightning_Sys -

gl Building Sec Camera

B Location IP

IoT_Health_Interactive_Sys

IoT_Health_Mon_Sys

IoT_Health_Recording_Svys

IoT_Manufacturing_Contorl_Sys

IoT_Manufacturing_Monitor_Sys

IoT_Transportation_Control_Sys W Add a Location IF Address | | Add ]

Add I l Cancel |

The available metadata from the Security Group Tag list above is retrieved from ISE via pxGrid. Steps to install
pxGrid can be found in the following guides:

e Rapid Threat Containment Design guide: https://communities.cisco.com/docs/DOC-68293
e How to Integrate Firepower and ISE via PxGrid: https://communities.cisco.com/docs/DOC-70354
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Step 6. Enable logging, and click Add when finished.
Add Rule ? X
Name |IUTTE|3I'T'IEtF\! | [ Enabled Insert | below rule hd 4
Action |+ Allow v DB 8
Zones  Metworks  VLAN Tags Users  Applications Ports  URLs  SGT/ISE Attributes Inspection MELGINNE  Comments

og at Beginning of Connection

og at End of Connection

Bwent Viewer

T SNMP Trap -

q Add ; Cancel |

Step 7. Once all of your rules have been added, click Save and Deploy to implement them.

System Help v bmcgloth v

Step 8. Deployment completed.

is T Device: AMP Syste bmegloth v

Access Control » Access Cantrol  Network Discovery  Application Detectors  Carrelation  Actions ¥

Default
Defeut
Prefilter Policy: Default Prefitter Polic S Palicy: Hone Identity Policy: 1SE

Security Intefligence  HTTP Responses  Advanced

B Filter by Device 3 Add Category
Source Dest  Source  Dast
w Mandatory - Default (1-5)
Monder_far_Unqurantine e ® www.cisco.com rantined_Syst low Ci
Mondter_far_Unqurant # HTTRS & dleanme. csco-x.com & Quaranined syst o Al go 8
2 Quaranine Block A & Quaraniined_sys. ¥ Bk avHe S8
# Gambling (Any Reputation)
*® Peer to Peer (Any Reputabo: @' EMploveessGT
3 BleckuRLs ® Malware Sites (Any Reputati @l Contractars X Block amBo L8
® Hacking (Any Reputation) Developers
(2 more...) - "
& EmployesssaT
4 HTTP Chacks Lo &' Contractars o Allow fabe S8
@ Developers
e o-x.com cest jow c
5 IoT Telemetry s  datalake.cisco-x.cx & 107_DevicasaT Al Bo #8

w Default - Default (6-3)

o inside % inside o Alow C o a

pg— Brode Bt gin S
e

o Cyroeer TR o i TN
& TCP (5):983

- Y. 1 i N

P T g |
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VISIBILITY & A

T w = B @A @ @

Intrusion Flow Threat Anti- Anomaly DNS Identity
Robot Prevention Analytics Intelligence Malware Detection Security

Siemens

Stealthwatch

Cisco Stealthwatch turns the network into a sensor (NaaS) and provides deeper visibility in your network by leveraging
NetFlow and sFlow on switches, routers, and IPFIX on firewalls. With pxGrid integration to ISE, it can quarantine
attackers and thereby protect your vulnerable loT devices.

NetFlow is comprised of metadata describing the “conversations” on the network as shown in Figure 16. It contains the
important telemetry details of network communications, information about when the conversation occurred, how long it
lasted, and what protocols were used. It provides visibility about the flows transiting the network, as well as enhanced
network anomaly and security detection.

Figure 16 - NetFlow Records

Command sent to device

oA

Source Destination

Netflow Record

Source IP Address

Destination IP Address

Source Port

Destination Port

Layer 3 Protocol

Start Time Stealthwatch Stealthwatch

(additional info...) Collector Mgt Ctr

Stealthwatch provides real-time insight into what each device is doing on the network, all of its network connections,
interface utilization, and overall network performance. We can also see various levels of

machine-to-machine communication, including loT peer-to-peer malware. Malicious P2P traffic is hard to detect and
block using traditional approaches that rely on lists of known IP addresses and hosts associated with command-and-
control servers. Defense in depth security is required, but also being able to analyze and understand the information
shown by combining various information points and vectors provides the unequaled visibility for making operational
decisions.

For example, DoS attacks attempt to exhaust the device resources. These resources can be network bandwidth,
computing power, or operating system data structures. To launch a DDoS attack, malicious users first build a network of
devices that they will use to produce the volume of traffic needed to deny services to users.
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To create this attack network, attackers discover vulnerable loT devices on the network. Vulnerable hosts are usually
those that are either running no antivirus software or out-of-date software, or those that have not been properly
patched. Vulnerable hosts are then exploited by attackers who use their vulnerability to gain access to these hosts. The
next step for the intruder is to install attack tools on the compromised hosts of the attack network. The hosts that are
running these attack tools are known as zombies, and they can carry out any attack under the control of the attacker.
Many zombies together form what we call an army. WAN saturation, increase in host counts, and increase in UDP
packets are all common for the compromised organization.

Stealthwatch detects attack traffic targeting your DNS servers and application servers that is causing other systems
relying on DNS to fail and disrupting business operations. Stealthwatch can detect and remediate a threat with over 94
analytic algorithms on the contextual and flow information it receives, which are used for anomaly detection. Events
feed into high level alarm categories, which can generate an alarm. Some security events can generate an alarm on
their own. An alarm can have an associated response such as notify in the alarm table or generate a syslog message to
a SIEM.

Cisco Stealthwatch was deployed using the Network as a Sensor Cisco Validated Design guide, and pxGrid was
configured to communicate with ISE using CA-based certificates.

The Cisco Network as a Sensor design guide can be found here:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Feb2017/CVD-NaaS-Stealthwatch-SLN-Threat-Visibility -
Defense-Dep-Feb17.pdf

Stealthwatch Installation Guide:

https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/management console/virtual/installation/quide/SW

6 9 0 SMC VE and Flow Collector VE Installation _and Configuration DV 1 4.pdf
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Enabling NetFlow Export on Network Devices

This guide covers enabling NetFlow on CPwE network access devices, the Cisco Catalyst 3650/3850, and NetFlow Lite
on the Industrial Ethernet 4000/5000 switches. Rather than NetFlow, the ISA3000 (ASA Series) uses Network Secure
Event Logging (NSEL).

For information about enabling NetFlow on other devices, see the NetFlow Configuration Stealthwatch Wiki page
(https://www.lancope.com/wiki/netflow-configuration).

Network Switches NetFlow

Enabling NetFlow on switches and routers entails three elements: a flow record, a flow exporter, and a flow monitor.
After you have configured all three components, you apply the flow monitor to a wired or wireless interface such as a
L2/L3 port, VLAN, or WLAN (SSID).

Flow Record

A flow record defines the information that will be gathered by the NetFlow process, such as packets in the flow and the
types of counters gathered per flow. Custom flow records specify a series of match and collect commands that tell the
Cisco device which fields to include in the outgoing NetFlow record.

The match fields are the key fields, meaning that they are used to determine the uniqueness of the flow. The collect
fields are extra information that is included in the record to provide more detail to the collector for reporting and
analysis. When you create a flow record, you are telling the device to show all of the flow data traffic that enters
(Ingress) or leaves (Egress) the device.

In configuration mode, create ingress and egress flow records using the appropriate interface direction commands. The
match interface output and collect interface input cannot be configured in the ingress flow record. Also both interface
input and interface output in the same flow record are not supported. Configure only one interface direction
(input/output) in one flow record for the match and collect elements.

This configuration includes required as well as optional flow record fields needed by Stealthwatch.

Not all devices support collecting and sending all of these options.

Step 1: Create Ingress record.

flow record StealthWatch-Record-IN
description NetFlow record to StealthWatch
match datalink mac source address input
match datalink mac destination address input
match ipv4 tos

match ipv4 ttl

match ipv4 protocol

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port

match interface input

match flow direction

match flow cts source group-tag

match flow cts destination group-tag
collect transport tcp flags

collect counter bytes long

collect counter packets long

collect timestamp absolute first

collect timestamp absolute last
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Step 2: Create Egress record.

flow record StealthWatch-Record-OUT
description NetFlow record to StealthWatch
match datalink mac source address output
match datalink mac destination address output
match ipv4 tos

match ipv4 ttl

match ipv4 protocol

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port

match interface output

match flow direction

match flow cts source group-tag

match flow cts destination group-tag
collect transport tcp flags

collect counter bytes long

collect counter packets long

collect timestamp absolute first

collect timestamp absolute last

Cisco Industrial Ethernet switches implemented in the lab do not support the following record elements:

match ipv4 ttl

match flow direction

match flow cts source group-tag
match flow cts destination group-tag

Additionally, the timestamp options use a different syntax as follows:

collect timestamp sys-uptime first
collect timestamp sys-uptime last

For devices performing Network Address Translation, add the following command to track these permutations:

ip nat log translations flow-export v9 udp destination 10.9.10.32 2055

Optionally, to collect VLAN information, additional match statements can be added to non-routed interface
records:

match datalink vlan input/output
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Flow Exporter

The flow exporter defines where and how to send the NetFlow (flow records). In actuality, a flow exporter defines a flow
collector IP address and port as the destination, and in this case the Stealthwatch flow collector is the destination.

Step 3: Create the flow exporter.

flow exporter StealthWatch-Exporter
description StealthWatch Flow Exporter
source Loopback(

destination 10.9.10.32

transport udp 2055

option application-table

Flow Monitor

A flow monitor describes the NetFlow cache or information stored in the cache. Additionally, the flow monitor links
together the flow record and the flow exporter. The flow monitor includes various cache characteristics such as the
timers for exporting, the size of the cache, and, if required, the packet sampling rate (Sampled NetFlow / sFlow). As
network traffic traverses the Cisco device, flows are continuously created and tracked. As the flows expire, they are
exported from the NetFlow cache to the Stealthwatch flow collector. A flow is ready for export when it is inactive for a
certain time (for example, no new packets received for the flow); or if the flow is long lived (active) and lasts greater
than the active timer (for example, long FTP download). There are timers to determine whether a flow is inactive or a
flow is long lived.

Step 4: Create the Ingress and Egress flow monitors using the records and exporter.

flow monitor StealthWatch-Monitor-IN
description StealthWatch Ingress Flow Monitor
exporter StealthWatch-Exporter

cache timeout active 30

cache timeout inactive 30

record StealthWatch-Record-IN

flow monitor StealthWatch-Monitor-QUT
description StealthWatch Egress Flow Monitor
exporter StealthWatch-Exporter

cache timeout active 30

cache timeout inactive 30

record StealthWatch-Record-OUT

Once the flow monitors have been created, they can be applied to the various device interfaces. Depending on the
topology of the network and the flow information desired to track, input, output, or both monitors can be applied.

Step 5: Apply the flow monitors to the appropriate interfaces:

interface range GigabitEthernetl/1-16
ip flow monitor StealthWatch-Monitor-IN input
ip flow monitor StealthWatch-Monitor-OUT output
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Troubleshooting Commands

Here are a few show and clear commands to keep handy for troubleshooting or viewing your NetFlow data from the
switch. The following validation commands are for ingress (IN) flows. You may repeat the commands for in egress
(OUT) traffic.

Commands to display NetFlow data:

show flow record StealthWatch-Record-IN

show flow monitor StealthWatch-Monitor-IN statistics
show flow monitor StealthWatch-Monitor-IN cache

show flow exporter StealthWatch-Exporter statistics

Commands to reset NetFlow data:

clear flow record StealthWatch-Record-IN

clear flow monitor StealthWatch-Monitor-IN statistics
clear flow monitor StealthWatch-Monitor-IN cache
clear flow exporter StealthWatch-Exporter statistics

Network Device SNMP

Additionally, SNMP can be configured to enable Stealthwatch to retrieve interface names automatically during
discovery. As a best practice, and to meet today's compliance mandates, SNMP v3 should be implemented instead of
vl or 2.

Step 1: Configure an SNMP user to match the user credentials configured in Stealthwatch (this user will not be
displayed in the normal device configuration)

snmp-server user V3User V3Group v3 auth sha Ciscol234 priv aes 128 Ciscol234

Step 2: Configure the permissions for the group to which the user is assigned.

snmp-server group V3Group v3 auth read V3Read write V3Write

Step 3: Define the appropriate views for read/write access.

snmp-server view V3Read iso included
snmp-server view V3Write iso included

Step 4: Define the IP addresses of the Management Console and collectors that will use the access.

snmp-server host 10.9.10.19 version 3 auth V3User
snmp-server host 10.9.10.31 version 3 auth V3User
snmp-server host 10.9.10.32 version 3 auth V3User
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Network Firewall Flows
In the ASA, flows are exported using Network Secure Event Logging (NSEL) via the following configuration.

Step 1: Configure the global flow export destination and template.

flow-export destination management 10.9.10.32 2055
flow-export template timeout-rate 5
flow-export delay flow-create 5

Step 2: Create an access list to define the desired traffic flows.

access-list StealthWatch extended permit ip any any

Step 3: Create a class-map and specify the access list.

class-map StealthWatch Map
match access-1list StealthWatch

Step 4: Apply the class map to the global policy (or another existing policy if desired).

policy-map global policy
class StealthWatch Map
flow-export event-type all destination 10.9.10.32

Stealthwatch Flow Collection

Once the devices have been configured to send NetFlow to the Stealthwatch collectors, further configurations can be
added in Stealthwatch to identify these flows, categorize them, and create policies.

Stealthwatch Exporters

Each of the devices configured to send flows to Stealthwatch appear under the Exporters Interface Status table.
Explicitly add the network devices to the Exporters list.

Step 1: Launch the Stealthwatch Java client and log in.

il Stealthwateh a1

Dashboards Monitor Analyze Configure Deploy
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Step 2: First, add an SNMP exporter to be used for the new exporter profiles. Select a Stealthwatch Flow

Collector, then on the Main Menu, select Configuration > Exporter SNMP Configuration. In the pop-up menu,

click Add.

I StealthWatch Management Console (bmegloth - sme.cisca-x.com)

File Edit View Top Status Security Hosts

Traffic Reports Flows|| Configuration l—le\p

Ctrl+l
Delete

Froperties
Delete..

2% Enterprise
-7 sMe
é UDP Directors
- B disco-x.com
- ¥ Host Groups
%P Inside Hosts
- %P Catch Al
%P By Function
P By Location
%P Campus Devices Momt
%P Campus Servers
4p cell Zore 1
P cell zore 2
4P DC Devices Mgmt
P DC servers
%p Employees
4P Industrial Zone
L%y IsE
R, Outsidz Hosts
- @, €4 Bogon
(@, £ Command & Control Servers
o @B s Tor
4! Network Devices
. P Interface Groups
& [EAK-CAMP-1
o g [EHCCAMP-2
& [ESK-CAMP-1
& R-CAMP-1
&5 RLCAMP-1 Inspect
& R-CAMP-2
& RDC-1
LW ifindex-43
& 5DC-1
14 Maps
- ¢ Functional Map
& Intemet Usage
& Internet World Map
LoT Devices

FlowCollectors

- i@ RDC-1

Step 3: Configure the
then Close.
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SErMame:

v3lser

li thentication

Password: T YT

Protocol: HMAC_SHA ~
acy (Encryption)

Pazsword: | T Y

Protocol:

Help
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Step 4: Expand the folder for a Stealthwatch Flow Collector, right-click the Exporters folder, and select
Configuration > Add Exporter from the pop-up menu.

A I e

= @ FlowCollectors

= :‘5 SWC32 10.9.255. 13
2 e
R-DC-1
..... ¥
o= R-DO Status (10.9.10.1)
..... ,.ﬁ, S.Dl: F|CI-1.|'|.I'5 » n
..... ,:b R-CA Confi = N |
_____ & R-CA onfiguration Add Exporter...
----- = R-CA Expand All Ctrl+5hift+E (10,9, 16¢1)
""" SR Collapse Al Cirl+Shift+C 10.9.255.4
..... &= IE4K
..... &= IE4A Refresh Tree 10,9.255.21
|1'::| =l o

Step 5: Configure the IP address used by the device for sending NetFlow and add the device name.

= Add Exporter to FlowCollector for MetFlow "SWC32" (10.9.10.32) *

==
R
Exporter
Lo IP Address: |10.9.255.17 |

e

Interfaces

e

SNMP Configuration

e

Advanced

Name:  |TE4K-CAMP-2 |

®

Import & Export

DKHCancel
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Step 6: Select the SNMP Configuration Icon, select the SNMP configuration from the list, and click OK.

e

Interfaces

-

SMMP Configuration

|

Advanced

Import & Export

Help

& Add Exporter to FlowCollector for NetFlow "SWC32" (10.9.10.32)

SNMP Configuration

SNMP Configuration
() Mone
(C) Default

(® Fromlist: DMZ-SMMPv3 -~

Default SNMP RO
(C) Custom

DMZ-SNMPw 3 k

SMNMP Options
Mame: DMZ-SMMPw 3

Version: & w

Conce

Repeat Steps 4-6 for all devices sending NetFlows to Stealthwatch. Once complete, perform a Stealthwatch

communication check with network devices using the following steps.

Step 7: Navigate to Domain Name > Host Groups > Network Devices, and make sure all the NetFlow-enabled
Network Access Devices are listed.

Step 8: Expand Flow Collectors and make sure all the NetFlow-enabled Network Access Devices are listed.

Step 9: Verify NetFlow data collection. Expand Flow Collectors, right-click your Flow Collector, and navigate to
Status > NetFlow Collection Status. Under Current NetFlow Traffic (bps), check the counters increment.

Step 10: Right-click the Flow Collection Status table header, and then check Longest Duration Export to enable

the column to correlate the time duration for the flows.
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Stealthwatch Host Groups

A host group is a " container" of hosts or IP addresses that share attributes and policies. Host groups enable
establishing different thresholds or to bypass alerts for certain behavior. Using host groups correctly in the StealthWatch
system will ensure that you are alerted correctly on events and that the information given to you is more relevant. The
following are some of the different attributes you'd typically group together:

e Shared functions

e Exhibits similar behavior

e (Can be managed as a single object

e To which a single policy can be applied
e To identify devices that you " own"

For loT systems, we group different cell zones and other plant services similar to the groupings that would be used for
TrustSec SGTs. StealthWatch will alert if loT devices behave outside baseline behavior and thresholds, but using host
groups can really trim down on any additional noise.

StealthWatch has several built-in host groups you can use. You can also define your own:

e (Catch All-This contains all the RFC 1918 addresses, your private addresses, and your public IP addresses.
Once an IP address is added to another host group, it will be removed from the Catch All container. It's the host
group of last resort whenever a private IP address is not already assigned to another host group.

e By Function—This host group has several subgroups that have a pre-defined role policy. Some of the sub-
groups include the following:

o Proxy
o NAT Gateway
o Client IP Ranges (DHCP Ranges)
m  End User Devices
m  Guest Wireless Networks
m  Remote VPN IP Pool
m Trusted Wireless
o DMZ
Network Scanners
Other
m Broadcast
m Link-Local
m Localhost
m  Multicast
o Servers
m  Antivirus servers

Backup Servers

BigFix

Confidential Servers

Database Servers

DHCP Servers

DNS Servers

Domain Controllers

File Servers

Mail Servers

Multifunction

NTP Servers

SMS Servers

Terminal Servers
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m  Web Servers
o VolP
m VoIP Endpoints
m VolP Gateways
e By Location—There might be a situation where you want to group the devices by location. Each location can
have their own DNS server or similar device types.
e QOutside Hosts—This contains all the hosts identified as NOT being part of your network; basically, the internet.
e Command & Control Servers—This is only if you have the StealthWatch Labs Intelligence Center (SLIC) licenses.
This host group contains known malicious hosts that should never be reached, and if a host is found trying to
connect to it, you will most certainly get an alert.

Host groups are defined and managed in the Stealthwatch Java client, and information can be viewed by group in the
Stealthwatch web interface. Hosts must be manually assigned to the appropriate groups. To view what hosts are in a
given host group, do the following.

Step 1: Launch the Stealthwatch Java client and log in.

Step 2: Highlight the host group, right-click and from the menu, navigate to Hosts > Active Hosts to view the
active hosts in that Host Group.

= StealthWatch Management Console (bmegloth - sme.cisco-x.com)

File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help

4 Enterprise 2 Active Hosts %
- B SMC

+~ 38 UDP Directors
=~ % dsco-x.com

® Time : Today

& ? rg; Gr;up: s Summary - 29 records summarized into 29 records
=5 nside Hos
. ’!‘9 fCatcraas First Active AL Host Groups 5 Host
- ¥p By Fy wd Host Group Dashboard Oct 25, 2017 5:45:40 PM Catch Al 10.9.104.31
S w
= QBE Top N (3 minutes 31s ago)
C Status 5 | Oct25, 2017 5:43:31PM Catch All 10,9.103.31
- K (5 minutes 40s aga)
J Security * [net9s ont7eanzaom Catch Al 10.9.98.231
,@ 3 Hosts > ‘ = Active Hosts M
% Traffic > | E HostInformation * Catch Al 10.9.115.12
My
- B Rerot ? |70 HostNotes
5 Catch Al 10.9.116.32
B Flaws > .
oy - Identity and Device Table
Configuration >
b g
3 @ Host Group Trends Catch Al 10.9.115.11
- Expand Al Ctrl+Shift+E
~ 3 Collapse A Ctrl+Shift+C | Sep 19, 2017 8:40:52 AM Catch Al 10.9.117.31
A days 9 hours 8 minutes aga)
= M Refresh Tr
6,5. — resh Tree Sep 19, 2017 8:40:52 AM Catch Al 10.9.116.31
- §B Antivirus Servers (36 days 9 hours 8 minutes aga)
Backup Servers
,3 Cﬂnﬁdpenﬁal Servers Sep 19, 2017 8:40:47 AM Catch Al 10.9.115.31
; ,!.“ DHCP Servers {36 days 9 hours 8 minutes ago)
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Step 3: To create a new host group, highlight an existing group, right-click and navigate to Configuration > Add

Host Group...
il | 19, 2017 5:45:07 PM
@ Host Group Dashboard B days 24 minutes agao)
Top y |l 19, 2017 5:43:25PM
%B cell Zon days 25 minutes ago)
v ) Status >
;B DC Devi _ Ul 19, 2017 3:32:26 PM
;B DC Serv security * |ys 2 hours 29 minutes aga)
- P Emdp'“f Hosts > i 19, 2017 3:39:24PM
& QB Lr' Lstri Traffic » |¥s 2 hours 29 minutes ago)
...... Fal_—t
%B Ig Reports sl lg,hl[ll? 3:39:23PM
2 29 minute
g %l Outside Hos T , ys 2 hours 29 minutes ago)
l_:_|' % Countric : . (T T e =T P Tl =1 ¥ |
: Configuration > :
% Afric g | 2] Host Group Properties 1
ﬁl Ame Frepand 4 Ctrl+Shift+E Delete...
o @B asy | |
: cllapse All Ctrl+5hift+C u
---@Eurc B 2] Host Palicy Manager...
% Oce Refresh Tree Add Host Group... .
- &, Other . by [
] Edit Host G
= @ Trusted Internet Hosts (95 da HHost Lroups
b ﬁ, Business Partner Netwarks 3 Host Locking Configuration... [~
----- . .%. Bogon - i SE—— : I
Step 4: Assign a name, and click OK.
l= Add Host Group X
Host Group
Id:
Fame: QA Tracking| l
Parent: () Top-Level Host Group
@) |Inside Hosts - Cell Zone 1 Browse...

Ranges

Import Ranges. ..
Advanced Policy Options
Enable baselining for Hosts in this Group:
Disable Security Events using excuded services:
Disable flood alarms and Security Events when a Host in this Group is the target: [ ]
Trap Hosts that scan unused addresses in this Group: O
Pl
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Step 5: To move a host into a different host group, highlight an IP from the Active Hosts table, right-click and
navigate to Configuration > Manage Host Groups...

Cuick View This Row

1 for Host 10.9.116.31:
1 "I Host Snapshot
Top ¥
1 Status b
Security >
Hosts b
1l Traffic b
Reports >
10 Flows b
Configuration b | ] Host Policy... ]
External Lockup * | 2] Effective Policy...
esxi) @ Packet Query Manage Host Groups ... !}J
(10,53, 20.10%)
10.9.250.1 “& Append Host Note... B
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Step 6: From the pop-up, select the new host group to which to assign the device, then Click OK. A host may
be a member of one or more host groups.

= Host Groups for Host 10.9.116.31 -

Find: ] &) (O [JMatch Case

Inside Hosts

*P Catch Al

5&5 By Function

!:B By Location

|:| %P Campus Devices Mgmt
-] 5&5 Campus Servers

= 5&5 Cell Zone 1

] @Cnnueyurs
o

Dmng

%B DC Devices Mgmt

%B DC Servers

%B Employees

%B Industrial Zone

3P 1sE

Cutside Hosts

&; Trusted Internet Hosts

|':'|...

D@DDDDDH

2items selected;

Inside Hosts -= Catch All
Inside Hosts -» Cell Zone 1 -» QA Tracking

Remove

In addition to statically assigning hosts to groups, a range of IP addresses can be defined in the host group to more
easily enable categorization. This works well for Industrial 0T systems because many are deployed with static IP
addresses instead of DHCP, or use DHCP scopes for specific VLANSs if TrustSec is not used for segmentation.
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Step 7: Assign ranges to host groups, highlight the host group, right-click, and navigate on the main menu to
Configuration > Edit Host Group. Add the device IP address, a range of addresses, or subnets. Click OK when

complete.

k= Host Group Editor for cisco-x.com

| Find:l

|@ @ [ Mmatch Case

= ’3 Inside Hosts
- % Catch All

[ a, Outside Hosts

----- @, .£. Bogon

[ ’éB By Function

’éB By Location

’éB Campus Devices Mgmt
’éB Campus Servers
= ’éB Cell Zone 1

’@ Conveyors
’@ Presses

D
’éB Cell Zone 2

’éB DC Devices Mgmt
’6B DC Servers

’6B Employees

- ’éB Industrial Zone

----- al .}L Command & Control Servers

Host Group
Id: 64

Mame: |QA Tracking

Ranges

10.8.116.31
10.5. 116, 30-40)

Advanced Policy Options

Import Ranges...

----- a‘ -}L Tor Enable baselining for Hosts in this Group:
Disable Security Events using excluded services:
Disable flood alarms and Security Events when & Host in this Group is the target: []
Trap Hosts that scan unused addresses in this Group: O
e | B v
Help ; .ﬁl' Cancel
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Now that you have defined the relevant host groups, and assigned devices and IP ranges to them, Host Policies can be
updated and new locking policies specified. These policies enable the visibility necessary to detect additional anomalies
in the network specific to the devices and protocols deployed.

An example of this would be that your PLC from cell zone 1 should never interact with a conveyor system in cell zone
2. If you created a host locking policy that states that those two host groups should never communicate, Stealthwatch
generates an alarm if it ever happens. This provides the visibility and alerting to ensure your security controls and
segmentation are working correctly.

Step 8: Highlight a host group, right-click, and navigate to Configuration > Host Locking Configuration.

=N 3.'\-";'5 Cell Zone 1

- ’{-ﬁ Conveyors
i ’{-B Presses

’{-B QA Tracking
= ‘.f-g. Cell Zone 2

“4p 3

- 5éf’[:u[: Devices | @ Host Group Dashboard

(B DC Servers Top y
%ﬁ Employees
=8 ?;B Industrial Zo

- B FactoryT| Security 5
fﬂ. @ ISdE Hosts 5
- 81, Outside Hosts .
= &; Countries Traffic >
- R, Africa Reports s
Qﬁ' Americas Flows >
%:slr?:ape Canfiguration > | 2] Host Group Properties

. QE Cceania Ctrl+5Shift+E Delete...

Status >

- @, other Ctrl+Shift+C :
B G;Trugtedxnte rl+Shift+C | [F]  Host Policy Manager...

- @, Business Refresh Tree Add Host Group...
- @, £ Bogon
ﬂ%' . Command & Control Servers
@. & Tor Host Locking Configuration...
- -,-_,_"l Metwork Devices

Edit Host Groups...

g
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Step 9: From the pop-up window that appears, click Add, Enter an appropriate name and description. Select
the host groups, the traffic to disallow and alert on, and click OK.

k= Host Locking: Add Rule

“_ Conveyor to Conveyor I

Alert on inter-conveyor communication
Description:

Client Host Group: | Inside Hosts -> Cell Zone 2 -> Conveyors Il

erver Host Group: |Inside Hosts -> Cell Zone 1 -> Conveyors

(®) Disallow all traffic except

() Allow all traffic except

[ services [ Applications
0-hop - 3com AMP3 ~
3pc 3Com TSMUX
afn ACAP
afs AccessBuilder
ah ActiveX
aolim Adobe Connect
apple-net-assistant Adobe EchoSign
appleshare W AFS w

Unidirectional UDP traffic triggers alarm

O Cancel
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The Host Policy Manager dialog allows you to configure policies using the following sections:

e Host Policies—Allows you to manage a policy for a single host
e Role Policies—Allows you to manage policies for hosts according to the roles that they perform in your system
e Default Policies—Allows you to manage the default policies for inside hosts or outside hosts

When determining which policies will apply for a particular host, the SMC first applies the default policy, then it applies
the applicable role policy or policies, then finally it applies a host policy if one exists. If a host is affected by more than
one role policy, the SMC determines for each alarm which policy's settings are used in the host's effective policy.

Step 10: Add the loT host group to an existing policy. Select a host group. On the Main Menu, select
Configuration > Host Policy Manager...

k= StealthWatch Management Consele (bmcgloth - smc.cisco-x.com)

File Edit WView Top Status Security Hosts Traffic Reports Flows | Configuration | Help
Properties Ctrl+|
Delete... Delete |
o 3
! +*| Active Hosts -
- P Web Servers * Host Policy Manager... .
VoIP : . -
E? NEB VoIP Endpoints T Filter |‘-1 Domain Sernvices... l’\}
I P VoIP Gateways & HostGre Applications...
™! .
. By Location - .
;B ) Summary - 32 records sur] Alarm Configuration...
- ¥ Campus Devices Mgmt ) ) .
) !éB Campus Servers Host Locking Cenfiguration...
’éB Cell Zone 1 Il Exporter SNMP Configuration...
N, ——
ONVEYOrsS
\@ || it TIE DSCP C anfinuratinn
Step 11: Select the Client IP Policy, then click Edit.
k=i Host Policy Manager for Domain "cisco-x.com” X
Host Polides
IP Address:
Host Policy Report Show Effective Palicy... Remove Edit...
Role Policies
Mame -1 Description ¥ Assigned to Host Groups 5 Assigned to Ranges 5
Antivirus & SMS Servers Suppress Scanning Activity SMS Servers
Antivirus Servers
Backup Servers Suppress High Traffic Alarms Backup Servers
d D
Default server palicy Servers
DHCP Server Policy for DHCP servers DHCP Servers
Firewalls, Proxies, & MAT Devices Firewall, Proxy, and MAT device | MAT Gateway
policy settings Proxies
Guest Wireless Suppress Certain Alarms Guest Wireless Networks
Mail Server Policy Mail servers policy Mail Servers
Network Management & Scanners Policy for network scanners Metwork Scanners
Suppress Bot Alarms Add Bot Host Group or IF ranges
to suppress alarms for spedific bots
Trusted Internet Hosts Suppress High Total Traffic, Trusted Internet Hosts
Suspect Data Loss, Suspect Long
Flow
Add... Duplicate. .. Remove
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Step 12: Add the host group Conveyors in Cell Zone 1 to the policy. Click OK, OK and Close.

& Edit Role Policy - Client IP Policy

Mame: Client IP Policy
Description: | Policy for end user systems

Assign to:  Host Groups:

Inside Hosts -> By Function - Client IP Ranges (DHCP Range) - End User Devicas Browse |
Inside Hosts > By Function - Client IP Ranges (DHCP Range) > Remote VPN IP Pool
Inside Hosts -> By Function - Client IP Ranges (DHCP Range) - Trusted Wireless EmoE

IP Address Ranges:

Alarm Categories — Security Events

Type -t Enabled Alarm
Data Exfiltration Tolerance: 50
Never trigger alarm when |
Always trigger alarm when
High Concern Index Tolerance: 50

Never trigger alarm when |
Always trigger alarm when

High Target Index O

2] Browse Host Groups

g

(@ @ [Jwatch Case

£~ 4 Client IP Ranges (DHCP Range)
- P End User Devices
[0 %P Guest Wireless Networks
P Remots VPN TP Pool
4P Trusted Wireless
[ pomz
[ p NAT Gateway
[ %P Network Scanners
[ %p other
[ *p Proxies
O %p servers
O %pver

- [] %P By Location
- [] P campus Devices Mgmt

[ *p campus Servers
[]_ipakdone-
)
-] QAr iny
king
[ *p cell zone 2

Mitigation $

4items selected:

Inside Hosts - By Function
Inside Hosts - By Function
Inside Hosts -> By Function
Inside Hosts -> Cell Zone 1-

nt IP Ranges {DHCP Range) - Remote VPN IP Pool

;Ht TP Ranges (DHCP Range) - End User Devices
lent IP Ranges (DHCP Range) - Trusted Wireless

Hep

Remove

Cancel

Add... Remove

Help Export. Import...

Edit Settings. .

Edit Mitigation...

Ensble All Categories

Disable All Categories

Create and apply new policies to host groups as appropriate for your organization.
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Stealthwatch Maps

The map feature of the SMC lets you use drag-and-drop functionality to add host groups to a map, and then connect
them, creating a host group relationship. The map then displays the status of the host groups, showing live data such as
active alarms and traffic bandwidth. In addition, you can add images, lines, and text boxes to aid in the visual
representation of your environment. You can change the domain or map using the filter. This feature allows you to
graphically monitor the status of your entire system in near real-time.

When you open an existing map, it opens in View mode by default. View mode allows you to view a map and all the
associated status information. When you save a map after editing it, the SMC sends the host group relationship
information to the Stealthwatch Flow Collectors. The map becomes active and begins refreshing every minute. Now
we’ll add a new map for our loT systems.

Step 1: On the Enterprise tree, right-click the Maps node. On the pop-up menu, select Configuration > Add
Map.

II (42 de
Configuration ¥ | & Add Map 3
— £
Ctrl+ Shift+E b
Aug 3
Collapse All Ctrl+ Shift+C (56 days &
: Refresh Tree Jul 15
E .:_-:_ EXPOTTErS (98 de
: P I T | .

The map appears as a new document. You are now ready to configure it.

Step 2: Using the left mouse button, drag and drop the desired host groups from the Enterprise tree to the
map.

Step 3: Create relationships between the host groups on the map. To do so, use the left mouse button to drag
a line from one host group to another. If you want to monitor traffic within a host group, draw the line back to
the same host group that you started from.
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button, then right-click and select Relationship Policy.
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File

Edit View Top Status

Security Hosts  Traffic

k=, SteatthWatch Management Console (bmcgloth - smc.cisco-x.com)

Reports

Flows Cenfiguration Help

- %P vorP

’{B By Location

’{B Campus Servers
= ’{B Cell Zone 1

"@ Conveyors

: "a Presses

"e QA Tracking

= B Zone 2|

"@ Conveyors
’{B DC Devices Mgmt
’{B DC Servers
’{B Employees
’_{B Industrial Zone

L Mp e
& @R, Outside Hosts
= % Countries

Y
- o Web Servers

%P VoIP Endpaints
e ,a VolP Gateways

’.':B Campus Devices Mgmt

e "e FactoryTalk Servers

T Filter

<« @9 >

Active Hosts X |

CY

Cell mne 1

| Host Group Dashboard X

] Active Hosts X | Host Policy Report X Map - Untitled 1 X

Properties...

Relationship Properties...

Relatienship Policy...

Delete

()

Cell Mne 2

Step 5: Enable the desired policies and edit their settings if desired. Click OK to apply the map.

\ Policy for Host Group Relationship 'Cell Zone 1 <-» Cell Zone 2'

EN

Always trigger alarm when less than: 1 bps
Trigger alarm when duration greater than: 30 minute(s)

Alarm a1 Enabled S Settings
Relationship High Total Traffic |
Relationship High Traffic O
Relationship ICMP Flood D
Relationship Low Traffic Tolerance: 50
Mever trigger alarm when greater than: 50k bps

Relationship Max Flows

Relationship Mew Flows

Relationship Round Trip Time

|

Tolerance: 50

Mever trigger alarm when less than: 1k new flows in 1 minute
Always trigger alarm when greater than: 100k new fl
Trigger alarm when duration greater than: 5 minute(s

ws in 1 minute

Relationship Server Response Time

Relationship SYN Flood

Relationship TCP Retransmission

Ratio

Relationship UDP Flood

Restore to Defaults

Help

|| Eexport.. || import...

EditSettings... ||| Enable Al | Disable Al |
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Step 6: When finished customizing your map, click the Save button in the map's upper right corner, enter a Map
name, and click Yes.

(& StealthWatch Management Console (bmcgloth - sme.cisco-x.com - o x

File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help

Search: 10,9.110,52 ~

’5 Web Servers ~
- 4P vorP
4P voIP Endpoints.
3P VorP Gateways
P By Location
P Campus Devices Mamt
“P Campus Servers
*p cel Zone 1
4P Conveyors v
4P Presses
P QA Tracking +
®
¥p Conveyors Save X
%P DC Devices Mgmt
“P DC Servers 1
Xp Empioyees
P Industrial Zone:
%P FactoryTalk Servers
e
- @, Outside Hosts
R, Countries

ctive Hosts x| [F] Host oy Report x| ] Map - Untitled 1

~

Cell Mne 1 Cell Mne 2

| Do you wantto save the map?
A

vap rame:. 7 Devics|

_ [] Continue in ecit mode:

The SMC saves the map, and it becomes active immediately. Additional information can be viewed by selecting
the dropdown in the upper right corner.

. StealthWatch Management Console (omegloth - smc.cisco-x.com) - o x

File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help

Search: 10.9.110.52 v

@ oter A] [ active Hosts x| B Host Group Dashboard x | ) Actve Hosts x| B) Host policy Report_ x [[Z) Map - IoT Devices
£ @, Trusted Internet Hosts Tre @
Business Partner Networks D
&, . sogon
R, £. Command & Control Servers

<

G Network Devices
e Interface Groups
< EK-CAMP-L
< EACCAMP-2
< ESKCAMP-1
& RCAVP-1
< R-CAMP-1Inspect
< RCAWP-2
@ ROCL

9 findex43
& 5001
1 waps

& Functonalaap
& Internet Usage
& Internet World Map

& FlowCollectors
B sWes2
& G Exporters
& ROC-1
& sDC-1
& R-CAMP-1 Inspect
& RCAMP-1
& R-CAMP-2
&5 [ESK-CAMP-1
& [ERCAMP-1
& [E4K-CAMP-2
(7 Flowsensors
£ Identity Services
(3 Ext=rnal Devices

B, LT N

%]

Find: @

O

Cell Zone 1

lRound Trip Time
[Server Response Time

Trafic
| [PacketRote
i /

Cell Zone 2

Lastrefreshed: Oct 25, 20178:21:57 PM - Next refresh in 0:08
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Industrial Network Director

Purpose platform built for managing industrial networks, the Cisco Industrial Network Director is designed to help
operations teams gain full visibility of network and automation devices in the context of the automation process and
provides improved system availability and performance, leading to increased overall equipment effectiveness (OEE)
Industrial Network Director along with the ability management Industrial Ethernet Network it can also discover OT
endpoints such as PLC, 10, RTU devices etc. IND discovers these devices by communicating in their Native
communication protocol. IND supports discovery of OT endpoints that speak Industrial protocols:

CIP (Common Industrial Protocol)

Profinet

BACNet

Modbus

Industrial Network Director

Cisco IND collects set of attributes from OT endpoints to provide visibility into OT assets, as shown in the picture below
IND is able to show asset information like Vendor, Communication, Protocol, Product Name, Serial Number, Device type
if itis a PLC, /O, etc.

Figure 17 - IND Attributes

alsals, INDUSTRIAL 5
cisco NETWORK DIRECTOR Operate > Inventory

D 192.168.119.34

DEVIGE OVERVIEW

e 192.168.118.34 DevicoType  EmarNatiP Node

"
s 19216811834
Protocol  CIP l
s

14:5430.94:54
s 54:33.94:56:0 Group  Austin_Piant

4 Module(s)

Serlal Number Product Name

1619033850 5085-AENZTR

3220082967 5065-0B16F/

3220082551 506518167/

‘s023205201 5069 1Y
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Cisco IND Integration with ISE

Industrial Network Director

IND is integrated with ISE using pxGrid (Platform Exchange Grid). IND is the source of OT asset attributes acting as a
pxGrid Publisher as show in Figure 78, ISE receives these attributes acting as a pxGrid Subscriber as shown in Figure
719.

Figure 18 - IND pxGrid Server/ISE settings

wtlar]e INDUSTRIAL

cisco NETWORK DIRECTOR Settings >  pxGrid

pxGrid

Enable pxGrid- Activate

ISE Server
Server* Node Name *
ise-ind-demo.cisco.com INDServer
Certificate * Certificate Password

INDISE_Certificate_10.31.96.151

pisavte

Figure 19 - IND registered as pxGrid publisher

Identity Services Engine Home  » ContextVisibilty ~ » Operations  » Policy [EREUINENENY]

» System  » Identity » Network » Device Portal Management = pxGrid Services =~ » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

fEnable @Disable @npprove @ Group Wl Decline @ Delete ~ <;1 Total Pending Approval(0) =

| Client Name Client Description Capabilities Status Client Group(s) Auth Method Log
O» ise-pubsub-ise-ind-demo Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal Certificate View
O P ise-fanout-ise-ind-dema Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal Certificate View
[ » ise-mnt-ise-ind-demo Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal Certificate View
O » ise-bridge-ise-ind-demo Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal Certificate View
O » ise-admin-ise-ind-demo Capabilities(5 Pub, 2 Sub) Online (XMPP) Internal Certificate View
O » ise-sxp-ise-ind-demo Capabilities(1 Pub, 1 Sub) Online (XMPP) Internal Certificate View
[] P smc Capabilties(0 Pub_0 Sub) Offline (XMPP) Certificate View
— —
I 0 » indserver Capabilities(0 Pub, 0 Sub) Offline (XMPP) Certificate View
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IOTASSET Dictionary

Cisco IND shares OT asset contextual information with ISE using pxGrid (Platform exchange grid), The new “IOTASSET”
dictionary is created on ISE to receive OT asset attributes from IND. Figure 20 below shows the IOTASSET dictionary
and attributes specific to the OT asset.

Figure 20 - IOTAsset Dictionary Attributes

‘st Identity Services Engine Home » Context Visibility » Operations ~ Policy » Administration » Work Cent}

Policy Sets  Profiing  Posture  Client Provisioning = ¥ Policy Elements

Dictionaries  » Conditions  » Results

Dictionaries Dictionaries > IOTASSET
( 5) Dictionary | s |
viE=" v

» B3 Sysiem Dictionary Attributes

> ZUser
. View

Name Internal Name Description

O assetDeviceType assetDeviceType assetDeviceType
[ assetHwRevision assetHwRevision assetHwRevision
[0 assetld assetld assetld
[ assetipAddress assetIpAddress assetIpAddress
[ assetMacAddress assetMacAddress assetMacAddress
[ assetName assetName assetName
[ assetProductld assetProductld assetProductld
[ assetProtocol assetProtocol assetProtocol
[0 assetserialNumber assetSerialNumber assetSerialNumber
D assetSwRevision assetSwRevision assetSwRevision
[0 assetVendor assetVendor assetVendor

The IOTASSET dictionary attribute can be used to create profiling policies specific to OT device characteristics, which in
turn can be used to push appropriate secure access policies to the network infrastructure (e.g., Switches, Firewalls
etc.).

Figure 21 - Inventory Attributes

IND Asset Inventory ISE Profiler Attributes

{
“iot1d": 105,

:
. h
. ocol”: *
{ . . RS S
S O, I a otSerialNumber
i iotDeviceType

I iotSwRevision

“10tCustomAttributes” : [ 5 oA A Al
frapRaLS Identity

“attrName”:"deviceProfile”.

“Value”: “Conaunications Adapter” Services
: Engine

“attrName”: “productNode”,
“Value":"242"

on attributes like etc. ins 1 of just IP address

allows IND to sig gher order information that is common to a group of ts
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Figure 22 shows the asset attributes received from IND on ISE
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Industrial Network Director

Figure 22 - Asset Visibility

“thalie Identity Services Engine

Endpoints ~ Users  Network Devices

Endpoints E4:90:89:9E:EF:7D

E4:90:69:9E:EF:7D

~ Context Visibility

Application

oz E

MAC Address: E4:90:69:9E:EF:7TD
Usemame: E4-80-89-9E-EF-7D
Endpoint Profile: Cell1_Profiler

Current |P Address: 192.168.119.39
Location: Manufacturing_Zone = Cell-1

Attributes
——

Applications

General Attributes
Description

Static Assignment false
Endpoint Policy Cell1_Profiler
Static Group Assignment  false

Identity Group Assignment

denti ervice g

Authentication

» Policy

Threats Vulnerabilities

» Administration

» Work Centers

assetConnectedLinks.assetDeviceType
assetConnectedLinks.assetld
assetConnectedLinks.assetlpAddress

assetConnectedLinks.asseiName

Switch

108

10.195.119.118

IE4000-119-116

assetC: ink:

"

assetDeviceType
assetGroup
assetld
assetlpAddress
assetMacAddress
assetName
assetProductld
assetProtocol
assetSerialNumber
assetVeendor

L

Controller

Austin_Plant > Cell-1

17

192.168.119.39

©4:90:69:9e:ef.7d

192.168.119.39

1769-L3BERM/A LOGIX5338ER
ciP

1614828231

Rockwell Automation/Allen-Bradley

192.168.119.39

Endpoint attributes in ISE populated by IND

As shown in Figure 23 create new device profiles on ISE based on attributes received from IND.
Figure 23 - Create ISE Profiler Policy

g 0 onte b Operations ~ Policy Administratio 0
Policy Sets ~ Profiling =~ Posture  Client Provisioning  » Policy Elements

Profiling Profiler Policy List > New Profiler Policy

Profiler Poli
( ) “
v~ *Name | Rockwell Automation PLC Description ‘
:
» | Profiling Policies Policy Enabled
» [ ] Logical Profiles
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* Minimum Certainty Factor
* Exception Action
* Network Scan (NMAP) Action

Create an Identity Group for the policy

* Parent Policy

* i CoA Type

NONE -

® Yes, create matching Identity Group

) No, use existing Identity Group hierarchy

Global Settings .

System Type

Rules
Conditions Details i
If Condition | I0TASSET _assetvendor_EQUALS_Rockw... IOTASSET:assetVendor EQUALS ] oy
Rockwell Automation/Allen Bradley
If Condition ‘ IOTASSET _assetDeviceType_EQUALS_PLC | = v

[ suomic JETTET

~| Conditions Details

IOTASSET:assetDeviceType EQUALS

Expression
PLC
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Creating a Security policy on ISE based on the IOTASSET attributes to Group all PLC’s manufactured by Rockwell
Automation as shown in Figure 24.

Figure 24 - Policy to Security Group

Results

Status  Rule Name Conditions Profiles Security Groups

@ Rockwell PLC Authorization E [ EndPoints-EndPointPolicy EQUALS Rockwell_Automation_PLC ] Permithccess + ROCKWELL_PLC x v &

If the device is a PLC Manufactured by
Rockwell Automation

Assign “ROCKWELL_PLC” Security
Group Tag

OT Intent based Security
Custom Attributes:

There are two new Custom attributes created on ISE and values for these attributes can be sent from IND for an asset:
1. assetGroup
2. assetTag

The custom attributes can also be used as regular OT asset attributes on ISE and can be used in Profiling devices and
assign security policies for the devices.

As the Custom attribute values for a device are locally defined on IND, these can be manipulated based on “Users
Intent” and trigger change in the policy on ISE.
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Use Cases

Here we illustrate two customer use cases that can be fulfilled using IND & ISE integration and based on the user Intent:

Industrial Network Director

1. Segmentation in OT Network
2. OT Intent based On-demand Remote Access

Segmentation in OT Networks

Segmentation in Industrial Networks is critical to ensure security. The security standards which govern Industrial
Networks (e.g., ISA99, IEC62443 etc.) all prescribe segmentation as the start of a security journey.

On IND all the assets can be organized into different Groups to resemble the Physical location and Hierarchy in the
Network. The Group in the IND can be sent as a Custom attribute(assetGroup) value to ISE to influence an endpoint
profile on ISE.

As shown in Figure 25, the network is segmented into 2 different cell’s: Cell-1 and Cell-2

Figure 25 - IND Topology Diagram

IE4010%M9-115

a;

OReturn to Contents



SAFE Design Guide loT Threat Defense Design Guide for Manufacturing | Implementation May 2018

39

On ISE, the assetGroup custom attribute value is the group defined on IND, Figure 26 shows the endpoint attributes for
2 devices received from IND. The devices have different values in the assetGroup custom attribute as both of them
belong to 2 different Cells/groups on IND.

Industrial Network Director

Figure 26 - Endpoint Attributes

Profiler Policy List > New Profiler Policy
Profiler Policy

*Name | Cell-1_Endpoint_Profile Description

Policy Enabled

* Minimum Certainty Factor | 10 | (valid Range 1 to 65535)

* Exception Action [ NONE v ‘

* Network Scan (NMAP) Action [ NONE 'l

Create an Identity Group for the policy (® Yes, create matching Identity Group

O No, use existing Identity Group hierarchy

* Parent Policy | NONE -]

* Associated CoA Type [ Global Settings v ]

System Type

Conditions Details

Rules ( (

If Condition| CUSTOMATTRIBUTE_assetGroup_CONT... & ¢ B CUSTOMATTRIBUTE:assetGroup
L P CONTAINS Cell-1

[ suomit. JEETD %

Endpoint profiles on ISE can be created based on assetGroup custom attributes. As shown in Figure 27, a Security
Group Tag(SGT) can be assigned to endpoint as a result of Authorization policy which will be based on the Endpoint
profile.

Figure 27 - Security Groups assigned

¥ Autherization Policy (22)

Results

Status  Rule Name Conditions Profiles Security Groups

EndPoints-EndPointPolicy EQUALS Celll_Profiles

If the “device profile matches Cell1”,
then
Assign “CELL1” SGT to the device
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Now Segmentation rules such as devices in Cell-1 segment cannot communicate with devices in Cell-2 segment can
be created using SGT’s on ISE as shown in Figure 28. This way an OT operator does not need to write the
segmentation policy but maintains full control over the devices in his network and can influence the segmentation policy
by modifying the device groups on IND.

Industrial Network Director

Figure 28 - ISE Segmentation Policy example

Uil ldentty Services Engine  yome s ComextVishily  » Operations  » Polcy  » Administration @ Losnse Waming &
» Network Access  » GuestAccess  ~TrustSec  # BYOD  » Profier  » Posture  » Device Administralion  » PassivelD o — I
10 do wireless setup Do not show this again
b Overview  » Components = TustSecPaicy  PolcySets  » SXP » Troubleshoot  Repodts  » Settings
L

C Refresh

~ Egross Policy
. Edt 4 A @ Cew~ O Deioy @ VellyDepioy @ MontorAN-Of M impo M Expott  View~  Show|Col segmentaion

Matrx
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OT Intent based On-demand Remote access

In this use case we show case how remote access can be enabled by OT user when there is a need for maintenance
by a vendor/machine builder from a remote location.

To enable remote access, we leverage the “assetTag” custom attribute on ISE to identify an asset which requires
remote access and push the security policy across the switches and firewall to allow traffic from a remote user
connected through a VPN.

Figure 29 - Adding the IND remote access tag

Devices: 1 Selected

Move Selected Device(s) to Group

Select a group

[ Remoteaccess x ||

Add

NOTE:

It is assumed that all the VPN Infrastructure is already in place and the VPN user is
authenticated to ISE.
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By default, all users do not have access to OT network even though they are authenticated. Whenever an OT asset
requires maintenance, the plant operator changes the “assetTag” attribute as within IND to “RemoteAccess” that would
allow access for a remote vendor..

Industrial Network Director

Figure 30 - ISE & IND example remote access policy

F4:54:33:94:56:AD oz H

MAC Address: F4:54:33:94:56:AD

Usemame: F4-54-33-94-56-AD
| Endpoint Profile: Secure_Remote_Access
_B Gurrent IP Address: 192.168.119.34
Location: Manufacturing_Zone = Cell-1

Applications Attributes Authentication
—

General Attributes
Description

Static Assignment false

Endpoint Policy Secure_Remote_Access ]

Static Group Assignment false

Identity Group Assignment

Custom Attributes

Attribute Name Attribute Value
Aftribute Name Attribute Value

assetGroup Austin_Plant > Cell-1

asserten

@ Secure_Remole_Access E EndPoints-EndPointPolicy EQUALS Secure_Remote_Access + BECURE_REMOTE_ACCESS
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Firepower

Firepower

In addition to the segmentation capabilities of Firepower, deep packet inspection capabilities are also available.
Firepower includes support for several Industrial protocols (DNP3, Modbus, IEC 60870, and CIP) providing protection
for known vulnerabilities in addition to custom rules that can be created to test specific commands.

Deep Packet Visibility

Supervisory Control and Data Acquisition (SCADA) protocols monitor, control, and acquire data from industrial,
infrastructure, and facility processes such as manufacturing, production, water treatment, electric power distribution,
airport, and shipping systems, and so on. The Firepower System provides preprocessors for the Modbus and DNP3
SCADA protocols that you can configure as part of your network analysis policy.

The Modbus protocol, which was first published in 1979 by Modicon, is a widely used SCADA protocol. The Modbus
preprocessor detects anomalies in Modbus traffic and decodes the Modbus protocol for processing by the rules
engine, which uses Modbus keywords to access certain protocol fields. For more details on Modbus and command
protocols, please visit http://modbus.org. By default, Modbus inspection is disabled. You must create a Network
Analysis Policy and apply it to the access control policy to enable Modbus inspection. The following steps create a
policy and apply it.

Step 1: Choose Policies > Access Control>Intrusion, then click Network Analysis Policy.

Overview Analysis Devices Objects | AMP Deploy

Access Control » Intrusion MNetwork Discovery Application Detectors Correlation Actions v

y System Help v bmcgloth v

Intrusion Policy Drop when Inline Status Last Modified

Used by 1 access control policy 2017-10-27 07:08:53 ]7 I__I:l
Policy up-to-date on all 2 devices Modified by "admin” ’ &

pxgrid_intrusion Yes

OReturn to Contents


http://modbus.org/

SAFE Design Guide loT Threat Defense Design Guide for Manufacturing | Implementation May 2018

94

Firepower

Step 2: Click the Create Policy button in the upper right, name the policy, then click the Create and Edit Policy
button.

Create Network Analysis Policy

Policy Ioformation
Mame * ModBus Inspection
—Description Industrial IoT .

Inline Mode | |

Base Policy

* Required

Step 3: Click Settings in the navigation panel. If Modbus Configuration under SCADA Preprocessors is disabled,
click Enabled. Click the edit icon next to Modbus Configuration.

"\, SCADA Preprocessors

Modbus Configuration ! Disabled

DNP3 Configuration () Enabled (® Disabled

Step 4: Enter a value in the Ports field. Port 502 is the default. Separate multiple values with commas.

Step 5: To save changes you made in this policy since the last policy commit, click Policy Information, and then
click Commit Changes.

If you leave the policy without committing changes, cached changes since the last commit are discarded if you
edit a different policy.

Next, you must enable the Modbus preprocessor rules in the Intrusion Policy. Enable these rules to generate
events and, in an inline deployment, drop offending packets.
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Firepower

Step 6: Choose Policies > Access Control > Intrusion, then click Edit next to the policy. Select Rules >
Preprocessors > Modbus Configuration. Tick all three rules, then select Drop and Generate Events from the
Rule State menu.

Overview Analysis Devices Objects | AMP Deploy , System Helpv bmcgloth v

Access Control » Intrusion MNetwork Discovery Application Detectors Correlation Actions »

Edit Policy: pxgrid_intrusion

Policy Information Rules < Back
Firepower Recornmendations Rule Content 3 selected rules of 3
) Category - =
B Advanced Settings L =v b (G @y Gv Palicy v
Global Rule Threshold Classifications Rule State [Event Filtering Dynamic State Alerting Comments
. Microsoft Vulnerabilities

Generate Fvents

= @TYO

= Policy Layers Microsoft Worms
IS rop and Generatq Events D_LENGTH
My Changes Platform Specific \T @ D_PROTO_ID
No Rules Active A TEETE 1L US_RESERVED_FUNCTION
£ ce ecuon

DCE/RPC Configuration
DMNP3 Configuration
DMS Configuration
FTP and Telnet Configuratio
GTP Command Channel Cor
HTTP Configuration
IMAP Configuration
IP Defragmentation

[ Modbus Configuration ]
POP Configuration

Daclest Diernding

Step 7: To save changes you made in this policy since the last policy commit, click Policy Information, and then
click Commit Changes.
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Modbus Command Inspection

loT Threat Defense Design Guide for Manufacturing | Implementation May 2018

Firepower

Create custom inspection rules to test commands traversing the network and block unauthorized commands
from reaching the Industrial loT system.

For example, create a rule to prevent a setpoint change greater than 50 for RTU-0122.

Step 1: Create a new rule to check Modbus commands. Choose Objects > Intrusion Rules > Create New Rule.
Name the rule and specify the Modbus elements via the Detection Options. Click Save as New.

Create New Rule Create New Rule

; > = Message Modbus Read Coils Command Detection Rule
Message Modbus Read Coils Command Detection Rule

scada i
Edit Classifications

Classification

Classification

Action alert ¥
Protocol tep ¥
Protocol | £ Direction Bidirectional ¥
Direction Bidirectional ¥ Source IPs any Source Port any
Source IPs Ly T (s Gy Destination IPs  any Destination Port 502
Destination 1Ps  kny | pestination port 502 | Detection Options
. R modbus_unit %
Detection Options " -
122 .
ack i
: Add Option | Save As New | S “
isdataat - ~
itype write_single_register .
metadata
modbus_data modbus_data x
modbus_func -
modbus_unit -
T
byte_test x
Bytes .
Offset
/' value
BUS TCP/IPADU - Bitmask —
e e - Number Type Decimal String v
MBAP Header Function Code Data Endian Little Endian ¥
Relative
DCE/RPC
PDU byte_test v | Add Option
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Firepower

Step 2: Choose Policies > Access Control > Intrusion, then click edit next to the policy. Select Rules >
Classifications > scada. Tick the rule, then select Drop and Generate Events from the Rule State menu.

Overview Analysis m Devices Objects AMP Deploy , System Help v bmcgloth v

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions ¥

Edit Policy: pxgrid_intrusion

Policy Information Rules < Back

Rule Configuration Filter: |Classiﬂcatic|r|s:"scada" x| 7

Rule Content

Firepower Recommendations . 1 selected rule of 1
- Catego . "
# Advanced Settings - v v C oY = ¥ Policy v
Classifications Rule Event Dynamic .
G EZECI e e e - o — — Alerting Comments
olicy Layers

hge a e @)'\)@ﬁ.

Read Coils Command
tio} Rule

Generic ICMP Event

Generic Protocol Comma DI’OP i ErmEmii EET

Inappropriate content wz

Information Leak

Known client side exploit
Known malicious file or fi
Known malware commar
Large Scale Information
Misc Activity
Misc Attack
Not Suspicious Traffic
Potential Corporate Policy
Potentially Bad Traffic
Sensitive Data
Successful Administrator
Successful User Privilege
Unknown Traffic
Unsuccessful User Privile
Web Application Attack

»

e PR N (SRR T P

Step 3: To save changes you made in this policy since the last policy commit, click Policy Information, and then
click Commit Changes.
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Step 4: Add the network analysis Modbus Inspection policy to an access control policy with the updated
Intrusion Prevention policy. Choose Policies > Access Control > Access Control > Edit Default, then click
Advanced tab, and Edit the Network Analysis. Change Policy to Modbus Policy. Click OK, Save, and Deploy.

May 2018

Network Analysis and Intrusion Policies

Intrusion Policy used before Access Control

|Nu Rules Active
rule is determined

Intrusion Policy Variable Set |Defaulthet “'| b;

No Custom Rules

Metwork Analysis Rules Network Analysis Policy List

Default Network Analysis Policy

Balanced Security and Connectivity ‘V|

--System-Provided Policies--
Maximum Detection

Connectivity Over Security
Balanced Security and Connectivity
Security Over Connectivity

--User Created Policies--

ModBus Inspection
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Umbrella

Cisco Umbrella provides one of the easiest methods to get basic visibility from the network through the use of DNS.
Just about every device uses DNS to resolve domain names to system IP address for connectivity across every
protocol. Cisco Umbrella can give you visibility with the simplest deployment options which are completely transparent
to users and devices as shown in Figure 31.

loT Threat Defense Design Guide for Manufacturing | Implementation
Umbrella

The three most common deployment options are:

1. DHCP server—Best for remote loT devices that communicate primarily to the Internet.

2. DNS server—Best for internal 0T devices that communicate primarily to the Internet with some internal
communication; no endpoint visibility but loT devices are protected from bad domains.

3. Virtual appliance—Best for internal loT devices that communicate to both internal and Internet systems; provides
visibility, protections, and policy options based on their internal identities.

Figure 31 - Umbrella Deployment options

DHCP server

Simple for locations
without internal domains

: Umbrella @ 208.67.222.222

Enforce Folicy for public
network ID @ 8.2.0.1

DNS server

Simple for locations that
manage internal domains

\_/ Umbrella @ 208.67.222.222

Enforce Folicy for public
network ID @ 8.2.0.1

Virtual appliance

Best for locations that want
granular control & visibility

| : Umbrella

nternal
domains & 4 4 Encrypt EDNS w/embedded ID
updates : enforce policy for internal IP

DNS server
@ 10.9.10.100

Gateway
@ 8.2.01

DHCP’'s DNS =
10.9.10.110

DNS server
@ 10.9.10.100

External DNS =
208.67.222.222

Any device

Gateway
@ 8.2.01

DHCP’'s DNS =
10.9.10.100

Gateway
@ 8.2.01

DHCP’sDNS =
208.67.222.222

Any device

@ 10.1.2.2 @ 10.1.2.2

For our Industrial IoT environment, almost all communication from the plant stays within the Industrial zone, but vendors
are requesting customers enable telemetry reporting to cloud services. Many customers do not know whether their 10T
devices are communicating with Internet services at all. For this level of granular visibility, a local presence in the
network is needed.

This solution implements lightweight DNS forwarders deployed as virtual appliances in VMware or Hyper-V. Using
DHCP or statically assigned DNS servers, we point all requests for internal and external domains first to the virtual
appliances. The virtual appliance forwards requests for internal domains to the existing local DNS servers. Before it
forwards requests for Internet domains to Umbrella, it embeds the local IPs into RFC-compliant extension mechanisms
for DNS, so that we know which internal network device is making the request. Reporting for these internet destination
queries is available in the Cisco Umbrella reporting console.
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Umbrella Virtual Appliances
The Cisco Umbrella VAs were installed on VMware systems within the laboratory following the installation guide that can

be found here: https://docs.umbrella.com/product/umbrella/1 -introduction/

Upon completion of the installation steps, your Umbrella virtual appliance status console should look similar to Figure

32.
Figure 32 - Umbrella VA Status

Forwarder Status
Name: Umbrellava

: 10.9.10.110

0.9.10.1
10.9.10.100
Connectivity
20 domains

s 2eli0

t Tunnel

The loT systems were configured to use the Umbrella virtual appliances (two deployed for high availability) as their DNS
servers. The virtual appliances used the Microsoft Active Directory DNS server for internal resolutions.
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For an internal domain lookup as shown in Figure 33, the Umbrella virtual appliance sends the request to the internal
DNS server, then forwards the reply back to the loT system. These requests are not logged in the virtual appliance, and
the logs in the internal DNS server show the virtual appliance as the source of the request.

Figure 33 - Internal Domain Lookup

Internal DNS Queary
Repu:urtedIF‘— 10.8.10.110

Il . DM Reply .

Umbrella Umbrella Internal DNS
IP=10.9.103.21 -

DHS Resolvers Virtual Appliance @ CigCo-x.com
10910110 & 111 10.9.10.100

@ DM S lookup for

DS Re
KT22 . cisco-x.com bly

P=10.9.103.31

@Data Sant 10 server

laT Telametry Starage
Systam KT22 cisco-x.com
10.9.116.31 1021033

For an external Internet domain lookup as shown in Figure 34, the Umbrella virtual appliance sends the request to the
Umbrella resolvers in the cloud with the additional information of the requester's IP address. Policies using this
enhanced information can be customized based on the requesting devices. Once all of the policies have been applied
to the request, the reply gets forwarded back to the IoT system and it is then able to establish communication.

Figure 34 - External Internet Domain Lookup

Recursive Query
Encrypted EDMA
Repaorted IF = 10.9.1 1531

.@-—-—3. A

Umbrella DNS Reply Umbrela Internal DNS
DNS Resolvers P=184. 72117127 Virtual Appliance CiSCO-X. Com

10910110 & 111 10.9.10.100
@]NS lookup for
miydata. aws. com @
DS Rephy

P=184. 72117127

[rata sent to servar

laT ® Talematry Storage

Systam rycdata. aws, com
109116831 18472117127
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These requests are logged and available to be reviewed via the Umbrella Reporting console.

May 2018

ol Reporting / Core Reports

tlrake

asco’ Activity Search & @ uastzrovs -
o ‘ Q Search request activity Advanced ~ ‘

Ip ADDRESS | 109.116.31 % |

Identity  Identity Type Destination Internal IP External IP
David AD Users  ocsp.comodoca.com 10.9.116.31 63.81.138.11
David AD Users  go.microsoft.com 10.9.116.31  63.81.138.11
David AD Users  gn.symcd.com 10.9.116.31 63.81.138.11
David AD Users  ocsp.verisign.com 10.9.116.21 63.81.138.11
David AD Users  www.google.com 10.9.116.21 63.81.138.11
David AD Users  tpc.googlesyndication.com 10.9.116.31  63.81.138.11
David AD Users  s1.2mdn.net 10.9.116.31 63.81.138.11
David AD Users  pagead2.googlesyndication.com 10.9.116.31 63.81.138.11
David AD Users  clients1.google.com 10.9.116.31 63.81.138.11
David AD Users  www googletagservices com 109.116.31 63.81.138.11

CLEAR

Action

@ Allowed

@ Allowed

© Allowed

© Allowed

© Allowed

© Allowed

© Allowed

@ Allowed

@ Allowed

© Allowed

Categories

Software/Technology, Business Services
Software/Technology

Business Services, Global Whitelist
Search Engines

Search Engines

Search Engines

Search Engines

B Columns

Date & Time

Oct 26, 2017 at 2:14 PM
Oct 26, 2017 at 2:14 PM
Oct 26, 2017 at 2:14 PM
Oct 26, 2017 at 2:14 PM
Oct 26, 2017 at 2:13 PM
QOct 26, 2017 at 2:13 PM
Oct 26, 2017 at 2:13 PM
QOct 26, 2017 at 2:13 PM
QOct 26, 2017 at 2:13 PM

Oct 26, 2017 at 2:13 PM

Bart McGlothin =

All Requests =

ONONONONONONONONONO)
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AnyConnect

REMOTE ACCESS

O 6 == -l

Identity PR Anti-
Employee habwara

Remote Technician ~ -2FtoP

AnyConnect

To maintain your expensive and sophisticated modernization investments, you are likely to rely on your vendors for
debugging and maintenance. For that to happen, there are multiple scenarios by which you either allow them remote
access into your plant network, or you allow their people access to your plant floor directly. In either case, that access
needs to cross multiple networks under different administrators. Doing so securely and on an as-needed basis is not
easy. For Cisco, it becomes easier with our unique and strong place within the network and security plane.

1. First external technicians must cross the internet into your enterprise, traverse the industrial DMZ to a jump box
and from there make their way across the plant network to exactly the one device you have asked them to
address. That is complicated.

2. Second, let's assume they are on-site and need access to resources back at their headquarters. Reverse that
process.

ASA supports security group tagging of VPN sessions. Security group tags simplify the use of group policies on the
ASA. Cisco AnyConnect VPN is implemented with an ASA firewall. Remote vendors and partners are authenticated
using ISE against Active Directory user/group accounts. ISE assigns the appropriate SGT based on an authorization
policy. The ASA access policy permits the partner to access only the systems allowed based on the IP-SGT mapping of
devices to security groups as shown in Figure 35.

Figure 35 - Cisco AnyConnect with SGT

Remote Cisco Adaptive Security TrustSec
Technician  apyConnect Appliance Switch
SGT 38
SVELERM
SGT 21
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If there is no SGT in the attributes from the AAA server to assign to a VPN user, the ASA uses the SGT in the group

loT Threat Defense Design Guide for Manufacturing | Implementation

AnyConnect

policy. If there is no SGT in the group policy, then tag 0x0 is assigned.

May 2018

More detailed information regarding client VPNs and TrustSec can be found at the following URLSs:

e  https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/firewall/asa-98-firewall-

config/access-trustsec.htmi#D-2135-000006a9

e https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/117694 -

config-asa-00.html#anc6

ISE Configuration

The follow steps outline adding the Partner group from Active Directory to the ISE Identity source, creating an

associated Partner security group tag, adding an authorization policy for Partners, and adding the Remote Access ASA

to ISE for Authentication.

Step 1: Choose Administration > Identity Management > External Identity Sources to add and configure the

Partners group from Active Directory Users.
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Select Directory Groups
This dialog is used to selact groups from the Directory.

Domain|_cisca-x.com

Name Filter = SID Filter] =

g ———
Reirieve Groups.. E roups Retrisved
———

| Type Fitter ALL

[ Name

A| Group SID

[ cisco-x.com/Microsoft Exchange System Obj

[ cisco-x com/Users/Allowed RODC Password Replicatio_

[] cisco-x com/Users/Cert Publishers

[ cisco-x com/Users/Cloneable Domain Controllers
cisco-x com/Users/Contractor

[ cisco-x com/Users/Denied RODC Password Replicatio.
[ cisco-x com/Users/DnsAdmins

[ -cisco-x.com/Users/DnsUpdateProxy
cigco-x.com/Users/Domain Admins

[ cisco-x.com/Users/Domain Computers

[ cisco-x com/Users/Domain Controllers

[] cisco-x com/Users/Domain Guests

cisco-x com/Users/Domain Users.

cisco-x comdUsers/Employee

[ ciscox com/Users/Enterprise Admins

1 ciscox com/Users/Enterprise Read-only Domain Contr...

[ cisco-x com/Users/Group Policy Creator Qwners
0 ™ > T

[ cisco-x com/Users/RAS and IAS Servers

[] cisco-x com/Users/Read-only Domain Controllers
[ cisco-x com/Users/Schema Admins

[ cisco-x com/Users/WinRMRamoteWMIUsers__
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8-1-5-21-2911159674-668070521-1126188963-572
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§-1-5-21-2911159674-668070521-1126188963-1103
5-1-5-21-2011159674-668070521-1126188963-512
§-1-5-21-2011159674-668070521-1126188963-515
5-1-5-21-2811159674-668070521-1126188963-516
§-1-5-21-2911159674-668070521-1126188963-514
8-1-5-21-2911159674-668070521-1126188963-513
8-1-5-21-2911159674-668070521-1126188963-1109
8-1-5-21-2911159674-668070521-1126188963-519
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5-1-5-21-2011159674-668070521-1126188963-1161
5-1-5-21-2011159674-668070521-1126188963-525
§-1-5-21-2911159674-668070521-1126188963-553
5-1-5-21-2811159674-668070521-1126188963-521
8-1-5-21-2911159674-668070521-1126188963-518
8-1-5-21-2911159674-668070521-1126188963-1000
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GLOBAL
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DOMAIN LOCAL
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GLOBAL
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GLOBAL
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GLOBAL
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AnyConnect

Step 2: Choose Work Centers > TrustSec > Components > Security Groups > Add to add and configure the
Partner SGT group. Enter the Name, select the Icon, enter a description, and click Save.

]

asco ldentity Services Engine Home » Context Visibility » Operations » Policy » Administration

» Metwork Access » Guest Access | ¥ TrustSec » BYOD » Profiler » Posture » Device Administration » PassivelD

» Overviewl ~ Components I b TrustSec Policy  Policy Sets » SXP » Troubleshoot  Reports  » Settings

Security Groups List = PartnersSGT
Security Groups v P

Security Groups
IP SGT Static Mapping Tome
Security Group ACLs PartnersSGT |
Network Devices " lcan

®
L
’

Trustsec AAA Servers

0
i O
o w
h
@

Description

Propagate to ACI

Security Group Tag (Dec / Hex): 38/0026
Generation 1d- 0

Reset

Step 3: Verify that your Authentication policy includes your partner identity store. Navigate to Policy > Policy
Sets > Default.

* Identity Services Engine

Home » Context Visibility » Operations i » Administration » Work Centers

1
Policy Sets § Profiling Posture  Client Provisioning » Policy Elements

Policy Sets Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
[ Search policy names & descriptions. D] For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
N Status Name Description
+ o [PEIX & !

Default Default Policy Set
| Summary of Policies

Alist of all your policies ¥ Authentication Policy
[ Global Exceptions

MAB o If Wired_MAB OR Allow Protocols : Default Network Access and Edit|
Rules across entire deployment Wireless_MAB
Default Default use Internal Endpoints
Default Policy Set

Dot1X o If Wired_802.1X OR Allow Protocols : Default Network Access and Edit|~

Save Order Reset Order Wireless_802.1X
Default use All_User_ID_Stores
[ Default Rule (If no match) © Allow Protocols : Default Network Access and use © All_User_ID_Stores ] Edit| v

w Authorization Policy
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Step 4: Choose Policy > Policy Sets > Default > Authorization Policy to add and configure the Partner

authorization profile. Specify the Active Directory Identity Group, then assign the permissions of PermitAccess
and the SGT group PartnersSGT.

May 2018

Fy Partner AD1:External Groups EQUALS cisco-

PartnersSGT PermitAccess
x.com/Users/Partner

Step 5: Choose Administration > Network Resources > Network Devices to add and configure the ASA as a
network device. Click Save.

ciseo  ldentity Services Engine Home

» Context Visibility } Operations + Policy ~ Administration » Work Cenlers

» System  » Identity Management § ~ Network Resources ¥ Device Portal Management  pxGrid Services » Feed Service ¥ Threat Centric NAC
~ Metwork Devices etwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences

MWAC Managers  External MDM  » Location Services
(]
Network devices Network Devices List > ASAv-VPN
Network Devices
Default Device
* Name | ASAv-VPN
Device Security Settings
ESCrplon | Remote Access
[ *IP Address: | 10,9.30.10 ! 1

* Device Profile % Cisco »

Mo Nome
Software Version

* Network Device Group

Device Type [all Device Types & | [ Set To Default |

IPSEC [Ng © ] [ et ToDefault |

Location [a]l Locations © | [ set ToDefault |

RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS
[ * Shared Secret

[ || show |

CoaPort [ 1700

‘ | Set To Default |

RADIUS DTLS Settings (i

DTLS Required [ i

Shared Secret |radius/dils

ConPort [ 2083 | (set To Default |

lssuer CA of ISE Cerfilicates for CoA |Se|ect if required (optionzl)

~] i

General Settings

Enable Keywrap [ 7
* Key Encryption Key Show
* Message Authenticator Code Key G

Key Input Format = ASCII HEXADECIMAL
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ASA VPN Config

The following steps outline configuring the ASA for remote access VPN using the AnyConnect Client, authentication the
remote users with ISE, assigning SGTs, and implementing a security policy based on these SGTs.

AnyConnect

Step 1: Complete the basic VPN configuration using the CLI.

Define an IP pool for VPN users

ip local pool VPN POOL 10.9.31.10-10.9.31.99 mask 255.255.255.128

Configure the VPN profile and policy.

webvpn enable outside
anyconnect image diskO:/anyconnect-win-4.5.00058-webdeploy-k9.pkg 1
anyconnect image diskO:/anyconnect-macos-4.5.00058-webdeploy-k9.pkg 2
anyconnect enable
tunnel-group-list enable
cache
disable
error-recovery disable
|
group-policy GroupPolicy SSL VPN internal
group-policy GroupPolicy SSL VPN attributes
dns-server value 10.9.10.110 10.9.10.111
vpn-tunnel-protocol ssl-client
default-domain value cisco-x.com
vpn-tunnel-protocol ikevl ikev2 ssl-client ssl-clientless
!
tunnel-group SSL VPN type remote-access
tunnel-group SSL VPN general-attributes
address-pool VPN POOL
authentication-server-group ISE
accounting-server-group ISE
default-group-policy GroupPolicy SSL VPN
tunnel-group SSL VPN webvpn-attributes
group-alias SSL VPN enable

Add the Remote Access VPN Pool to the enterprise routing updates.

prefix-list VPN PREFIX seq 1 permit 10.9.31.0/25
route-map VPN RM POOL permit 1

match ip address prefix-list VPN _PREFIX

!

router eigrp 101

redistribute static route-map VPN RM POOL
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Step 2: Complete the ASA AAA and TrustSec configuration.

AnyConnect

aaa-server ISE protocol radius
aaa-server ISE (inside) host 10.9.10.51
key Ciscol234

radius-common-pw Ciscol234
|
cts server-group ISE
cts sxp enable
cts sxp default password Ciscol234
cts sxp default source-ip 10.9.30.10
cts sxp connection peer 10.9.10.51 password default mode peer speaker

To join the TrustSec cloud, the ASA needs to authenticate with a Protected Access Credential (PAC). The ASA does
not support automatic PAC provisioning, so the file needs to be manually generated on ISE and imported to the ASA.

Step 3: Choose Administration > Network Resources > Network Devices > ASAv-VPN > Advanced TrustSec
Settings to generate a PAC on the ISE server. Choose Out of Band (OOB) PAC provisioning to generate the file.

Generate PAC

The Identity field specifies the username or maching name presented as the "inner username” by the EAP-FAST protocal,
If the Identity string entered here does not match that username, authentication will fail.

* Identity | ASAV-VEN

* Encryption Key

= PAC Time to Live [ | [weeks  ~]

Expiration Date 03 Mov 2017 02:56:04 GMT

Generate PAC [ Cancel |

Step 4: Import the PAC to the ASA.

The generated file could be put on an HTTP/FTP server. The ASA uses that to import the file.

ASA-VPN# cts import-pac ftp://10.9.10.19/ASAv-VPN.pac password Ciscol234 !PAC
Imported Successfully

ASA-VPN# show cts pac

PAC-Info:

Valid until: Jan 04 2018 19:48:53

AID: £27245406549e7f85ace32f2bceb8abe
I-ID: ASAV-VPN
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A-ID-Info: Identity Services Engine
PAC-type: Cisco TrustSec
PAC-Opaque:

000200b00003000100040010£27245406549%9e7f85ace32f2bceb8ab5e0006009400030100da505
e29%bedc2771e9015748dd79aeb70000001359ee79¢c500093a80ade9899465¢c87f6a366a8bab90
56215¢c153¢c9%086e96e33e90cad9298fe0bl44cd2a08748b9dd942150£51£40002a06f34a9%ab59
17d8a2152164cle6307ded78db2b79%9a8ee8alel0abb415e9f06610b97d9c2c9%9e8c3cb90d849d1c3
cSbdaabddb0f69ef913e3c26f7571c525ed406ec7c9dedadbla

When you have the correct PAC, the ASA automatically performs an environment refresh. This downloads
information from the ISE about current SGT groups.

Step 5:

Remote
based a

Step 6:

OReturn to Contents

ASA-VPN# show cts environment-data sg-table

Security Group Table:
Valid until: 19:50:32 PDT Oct 27 2017
Showing 40 of 40 entries

SG Name SG Tag Type

ANY 65535 unicast
ContractorsSGT 5 unicast
EmployeesSGT 4 unicast
IoT DeviceSGT 20 unicast
IoT Manufacturing Contorl Sys 25 unicast
IoT Manufacturing Monitor Sys 26 unicast
Network Services 3 unicast
OTHER UNTAGGED 37 unicast
PartnersSGT 38 unicast
Quarantined SystemsSGT 255 unicast
TrustSec DevicesSGT 2 unicast
Unknown 0 unicast

Tag packets inline and trust tagged packets.

interface GigabitEthernet0/1
nameif inside

cts manual

propagate sgt

Access access-list filters for group policies do not support security-group attributes. So interface-
ccess permissions must be configured for the VPN user policies to take advantage of TrustSec SGTs.

Disable the default feature of VPNs to bypass interface access lists for inbound VPN sessions.

no sysopt connection permit-vpn
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Step 7: Configure the ACL on the outside interface that allows for traffic from PartnersSGT to loT_DeviceSGT
using the Security Group name instead of the tag. Additionally, add access to the Remote Desktop Access
server in the IDMZ.

AnyConnect

object network RemoteAccessServer

host 10.9.103.31
!

access-list outside access in extended permit ip security-group name

PartnersSGT any security-group name IoT DeviceSGT any
|

access-list outside access in extended permit ip security-group name

PartnersSGT any object RemoteAccessServer
|

access-group outside access in in interface outside

Now the ASA will classify VPN users and perform enforcement based on SGTs.

Monitoring Cisco TrustSec

See the following commands for monitoring Cisco TrustSec:

show running-config cts
show running-config [all] cts role-based [sgt-map]-This command shows the user-defined IP-SGT binding
table entries.

e show cts sxp connections—This command shows the SXP connections on the ASA for a particular user context
when multiple context mode is used.
show conn security-group—Shows data for all SXP connections.
show cts environment-data—Shows the Cisco TrustSec environment information contained in the security group
table on the ASA.

e show cts sgt-map—Shows the IP address-security group table manager entries in the control path.
show asp table cts sgt-map—This command shows the IP address-security group table mapping entries from
the IP address-security group table mapping database maintained in the datapath.

e show cts pac—Shows information about the PAC file imported into the ASA from the ISE and includes a warning
message when the PAC file has expired or is within 30 days of expiration.
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Validation Testing

Starting with Cisco’s Converged Plantwide Ethernet (CPwE) Design, we added Stealthwatch for pervasive visibility
capturing network flows and analyzing them. We implemented pxGrid communications between the Cisco Identity
Services Engine, Firepower Management Center and Stealthwatch to enable the capabilities described in the Network
as an Enforcer (NaaE) and Rapid Threat Containment design guides for the CPwE design.

We enabled profile-based segmentation for loT devices using MAB, TrustSec using SGTs, and vendor-specific
profiling. We enhanced secure remote access to the CPwE by adding TrustSec SGTs and policies to the industrial DMZ.

Solution validation testing was accomplished by creating a representative enterprise network of Windows servers, Client
workstations, and various 10T systems and devices. 0T devices were based on both hardware Programmable Logic
Controllers (PLC), PIC, building systems, and virtualized OS’s such as Arduino. A majority of the communication flow
and policy enforcement testing was from PCs where communications could be controlled more easily for testing
purposes (for example, ping, trace, web calls, file transfers, authentication, and MAB).

Technologies

e Segmentation: ISE + TrustSec, Firepower,
e Visibility: ISE, Stealthwatch, Firepower, Umbrella
e Secure Remote Access: AnyConnect VPN,

Task list / Validations:

Authenticate devices to network using 802.1x, MAB, profiles with SNMP, assign SGTs

Collect, monitor, and analyze communication flows on Stealthwatch from all devices

Configure Stealthwatch policies, if systems change communication - Alert (PLC-PLC change map)
Segment the network via Industrial switches using TrustSec SGTs and SGACLs

Trigger manual quarantine using of systems from the Stealthwatch console

Trigger an automatic quarantine of a remote user system using Firepower Management Center with pxGrid
integration to ISE, to remove a malware infected system from the network

e Visibility to what loT devices are communicating on the Internet using Umbrella enterprise

All of these tasks were completed successfully using the implementation configurations provided in this guide.

Best Practices for Integration of loT devices

The following best practices complement this solution:

Identify all services to which the loT devices need access (create policies for communications).

Segment systems of loT devices from each other, and test this segmentation regularly.

Authenticate access to the network wherever possible (devices, remote, enterprise) for everything.

Monitor loT network communications and document normal flows, review and update as needed.

Identify who owns and manages/monitors the 10T devices themselves, so that any identified anomalies can be
quickly escalated and acted upon.

OkwN =
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Summary

loT systems security is a challenge that continues to grow as more than 30 billion devices will come online over the
next few years. If attacks are successful, they create a significantly negative business impact on an organization.

This solution accomplishes the goal of keeping your organization up and running through improved segmentation
between users’ devices and loT systems, improved visibility of what is on the network and with who it is
communicating, and replacing insecure modems and remote support systems with secure VPN-based remote access.
This ensures that there is only a small chance of losing control of your critical systems.

To minimize security risks during 10T digitization and deployment, first gauge your company's readiness, and build a
strong security foundation for 10T and the digital business transformation by integrating security and loT efforts together.

Start with a security network penetration assessment followed by an automation and control systems risk assessment.
With these risks and vulnerabilities identified, create an incident response plan and impact assessment aligning to the
business as it functions today. Finally, create a roadmap to implement improved segmentation, visibility with analysis,
and secure remote access to digitize your loT and employee environments. Use the best practices described in this
guide to improve the incident response plan and reduce the business impact of a successful attack.
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Appendix
Lab Diagrams

Figure 36 - Cisco loT Threat Defense Lab-San Jose

Cisco loT Threat fense ab — San Je

Figure 37 - Cisco CPwE Lab-RTP (Selected Segments)
Cisco CPwWE Lab — RTP (Selected Segments)
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The following products were implemented for the validation testing of the |oT Threat Defense Solution.

Table 1 - Solution products validated

Product Description Platform Version

Identity Service Engine Authenticate and profile devices Virtual or Appliance 2.4.0.357
connecting to network

Industrial Network Director Provides full visibility and control of the Software 1.4.0-216
Industrial Ethernet infrastructure

Firepower Management Manage Firepower Threat Defense Virtual or Appliance 6.2.0

Center systems

FireSight Defense Center Manage ISA3k Firewalls, non-FTD Virtual 5.4.1.9

Stealthwatch Collect and analyze NetFlow Virtual or Appliance 6.9.0

Cognitive Threat Analytics Analysis of flows from SW Cloud n/a

Umbrella DNS based Secure Internet Gateway for | Cloud 2.1.0
security for on-network loT

AnyConnect Secure Mobility Client Windows 4.5.00058

Firepower Threat Defense Security platforms running Firepower Virtual and 2100, 4100, 6.2.0
Threat Defense software image 9300

ASA Firewall ISA3000, ASA5500-X 9.7(1)4

ASA-ASDM Local FW Mgmt ISA3000, ASA5500-X 7.7(1)

NGIPS on ASA Protection and Control ISA3000, ASA5500-X 5.4.1.8+

Industrial Ethernet Switches Ruggedized switches with IPSERVICES [E4K, IE5K, 3560CX 15.2(6)E1
enabled

Cisco Catalyst Switches Core 6807-XL 15.4(1)SY
Access / Distribution 3650, 3850 16.3.3
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