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Chapter 3      Configuring NTP
Licensing Requirements for NTP
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High Availability
Stateless restarts are supported for NTP. After a reboot or a supervisor switchover, the running 
configuration is applied. For more information on high availability, see the Cisco Nexus 7000 Series 
NX-OS High Availability and Redundancy Guide, Release 5.x.

You can configure NTP peers to provide redundancy in case an NTP server fails.

Virtualization Support 
If you are running a Cisco NX-OS Release prior to 5.2, up to one instance of NTP is supported o
entire platform. You must configure NTP in the default virtual device context (VDC), and you are 
automatically placed in the default VDC unless you specify otherwise.

If you are running Cisco NX-OS Release 5.2 or later, multiple instances of NTP are supported, o
instance per VDC. By default, Cisco NX-OS places you in the default VDC unless you specificall
configure another VDC.

Only one VDC (the default VDC by default) synchronizes the system clock at any given time. The NT
daemon in all other VDCs acts only as an NTP server for the other devices. To change which VDC 
synchronizes the system clock, use the clock protocol ntp vdc vdc-id command.

NTP recognizes virtual routing and forwarding (VRF) instances. NTP uses the default VRF if you do n
configure a specific VRF for the NTP server and NTP peer. See the Cisco Nexus 7000 Series NX-OS 
Unicast Routing Configuration Guide, Release 5.x for more information about VRFs.

For more information about VDCs, see the Cisco Nexus 7000 Series NX-OS Virtual Device Context 
Configuration Guide, Release 5.x.

Licensing Requirements for NTP 

Prerequisites for NTP
NTP has the following prerequisites:

 • To configure NTP, you must have connectivity to at least one server that is running NTP.

 • To configure VDCs, you must install the Advanced Services license. See the Cisco Nexus 7000 
Series NX-OS Virtual Device Context Configuration Guide, Release 5.x.

Guidelines and Limitations
NTP has the following configuration guidelines and limitations:

Product License Requirement

Cisco NX-OS NTP requires no license. Any feature not included in a license package is bundled with the Cisco NX-OS
system images and is provided at no extra charge to you. For a complete explanation of the Cisco N
licensing scheme, see the Cisco NX-OS Licensing Guide.
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Chapter 7      Configuring Smart Call Home
Configuration Example for Smart Call Home

rt 
Configuration Example for Smart Call Home
This example shows how to create a destination profile called Noc101, associate the Configuration alert 
group to that profile, configure contact and e-mail information, and specify the VRF used to send Sma
Call Home messages over HTTP:

config t
 snmp-server contact person@company.com 
 callhome
  distribute
  email-contact admin@Mycompany.com
  phone-contact +1-800-123-4567
  streetaddress 123 Anystreet st. Anytown,AnyWhere 
  destination-profile Noc101 format full-txt
  destination-profile full-text-destination email-addr person@company.com
  destination-profile full-text-destination message-level 5 
  destination-profile Noc101 alert-group Configuration
  alert-group Configuration user-def-cmd show ip route
  transport email mail-server 192.0.2.10 priority 1
  transport http use-vrf Blue
  enable
  commit

Additional References
For additional information related to implementing Smart Call Home, see the following sections:

 • Event Triggers, page 7-28

 • Message Formats, page 7-30

 • Sample syslog Alert Notification in Full-Text Format, page 7-33

 • Sample syslog Alert Notification in XML Format, page 7-36

 • Related Documents, page 7-40

 • Standards, page 7-40

 • MIBs, page 7-40

Event Triggers
Table 7-4 lists the event triggers and their Smart Call Home message severity levels.

Table  7-4 Event Triggers  

 Alert Group Event Name Description

Smart Call 
Home 
Severity 
Level

Configuration PERIODIC_CONFIGURATION Periodic configuration update message. 2

Diagnostic DIAGNOSTIC_MAJOR_ALERT GOLD generated a major alert. 7

DIAGNOSTIC_MINOR_ALERT GOLD generated a minor alert. 4

DIAGNOSTIC_NORMAL_ALERT Smart Call Home generated a normal diagnostic alert.2
7-28
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Configuring SNMP

This chapter describes how to configure the SNMP feature on Cisco NX-OS devices.

This chapter includes the following sections:

 • Information About SNMP, page 11-1

 • Licensing Requirements for SNMP, page 11-7

 • Prerequisites for SNMP, page 11-7

 • Guidelines and Limitations, page 11-8 

 • Default Settings, page 11-8

 • Configuring SNMP, page 11-8

 • Verifying the SNMP Configuration, page 11-28

 • Configuration Examples for SNMP, page 11-28

 • Additional References, page 11-29

 • Feature History for SNMP, page 11-30

Information About SNMP
The Simple Network Management Protocol (SNMP) is an application-layer protocol that provides a 
message format for communication between SNMP managers and agents. SNMP provides a 
standardized framework and a common language used for the monitoring and management of devices i
a network.

This section includes the following topics:

 • SNMP Functional Overview, page 11-2

 • SNMP Notifications, page 11-2

 • SNMPv3, page 11-3

 • SNMP and Embedded Event Manager, page 11-6

 • Multiple Instance Support, page 11-6

 • High Availability, page 11-7

 • Virtualization Support, page 11-7
11-1
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Configuring Online Diagnostics

This chapter describes how to configure the generic online diagnostics (GOLD) feature on Cisco NX-OS
devices.

This chapter includes the following sections:

 • Information About Online Diagnostics, page 13-1

 • Licensing Requirements for Online Diagnostics, page 13-5

 • Prerequisites for Online Diagnostics, page 13-6

 • Guidelines and Limitations, page 13-6

 • Default Settings, page 13-6

 • Configuring Online Diagnostics, page 13-6

 • Verifying the Online Diagnostics Configuration, page 13-11

 • Configuration Examples for Online Diagnostics, page 13-12

 • Additional References, page 13-12

 • Feature History for Online Diagnostics, page 13-13

Note For complete syntax and usage information for the commands in this chapter, see the  
Cisco Nexus 7000 Series NX-OS System Management Command Reference.

Information About Online Diagnostics
Online diagnostics help you verify that hardware and internal data paths are operating as design
that you can rapidly isolate faults.

This section includes the following topics:

 • Online Diagnostic Overview, page 13-2

 • Bootup Diagnostics, page 13-2

 • Runtime or Health Monitoring Diagnostics, page 13-3

 • On-Demand Diagnostics, page 13-5 

 • High Availability, page 13-5

 • Virtualization Support, page 13-5
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